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Skill: Describe cloud concepts

Defining Cloud Computing

Cloud computing is the on-demand delivery of IT resources over the internet with pay-as-you-go
pricing. Instead of buying, owning, and maintaining physical data centers and servers, you can
access technology services, such as computing power, storage, and databases, on an as-needed
basis from a cloud provider.

At its core, cloud computing shifts the burden of hardware management from the user to the
provider, allowing organizations to focus on their applications and customers rather than the
“undifferentiated heavy lifting” of infrastructure.

Key Characteristics of Cloud Computing

The National Institute of Standards and Technology (NIST) defines cloud computing through five
essential characteristics:

» On-demand self-service: Users can provision computing capabilities, such as server time and
network storage, as needed automatically without requiring human interaction with the service
provider.

« Broad network access: Capabilities are available over the network and accessed through
standard mechanisms (e.g., mobile phones, tablets, laptops, and workstations).

« Resource pooling: The provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources dynamically
assigned and reassigned according to demand.

» Rapid elasticity: Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward and inward commensurate with demand.

» Measured service: Cloud systems automatically control and optimize resource use by
leveraging a metering capability (e.g., storage, processing, bandwidth, and active user
accounts).
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Traditional IT vs. Cloud Computing

Feature Traditional On-Premises IT Cloud Computing
Cost Model High Upfront Cost (CapEXx) Variable Expense (OpEXx)
Scalability Manual, slow, and limited Automatic, fast, and near-infinite
. User manages hardware and Provider manages hardware; User manages
Maintenance
software apps
Speed to Weeks or months to procure

Minutes to deploy resources
Market hardware

The Cloud Computing Workflow

The following diagram illustrates how a user interacts with cloud resources via the internet,
bypassing the need for local physical infrastructure.

Cloud Provider Platform

Compute

(Virtual Servers)

Storage

User / Developer

(Databases/Files)

Networking
(VPCs/Gateways)

Common Use Cases
« Infrastructure-on-Demand: Deploying virtual machines ( VMs ) for testing and development
without purchasing physical hardware.
- Data Backup and Recovery: Using cloud storage for cost-effective off-site data protection.

« Big Data Analytics: Leveraging massive computing power to process large datasets without
building a supercomputer.

» Software Hosting: Delivering applications to global users via the web (SaaS) without
managing the underlying servers.
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Describe the Shared Responsibility Model

The Shared Responsibility Model is a fundamental cloud concept that defines the division of
security and operational tasks between the cloud provider (Microsoft Azure) and the cloud
consumer (the customer). Understanding this model is crucial for ensuring that there are no gaps in
security coverage and that resources are managed efficiently.

In a traditional on-premises data center, the customer is responsible for everything—from the
physical building and power to the applications and data. In the cloud, these responsibilities shift.

The Core Principle The division of responsibility depends on the type of cloud service model
being used. However, regardless of the deployment type, the following responsibilities always
remain with the customer:

« Information and data: Ensuring data is encrypted and backed up.

» Devices (Endpoints): Managing the laptops and mobile devices that access the cloud.

» Accounts and identities: Managing user access, passwords, and Multi-Factor Authentication
(MFA).

Responsibility by Service Model As you move from Infrastructure as a Service (laaS) to Software
as a Service (SaaS), the cloud provider takes on more responsibility, reducing the management
overhead for the customer.

Responsibility On-Premises laaS PaaS SaaS
Physical Hosts/Network/Data Center Customer Microsoft Microsoft Microsoft
Operating System Customer Customer Microsoft Microsoft
Network Controls Customer Customer Shared Microsoft
Applications Customer Customer Shared Microsoft
Identity & Directory Infrastructure Customer Shared Shared Shared
Accounts & Identities Customer Customer Customer Customer
Data & Objects Customer Customer Customer Customer

Key Service Model Breakdowns

« Infrastructure as a Service (laaS): This model requires the most user management. Microsoft
provides the physical hardware and virtualization layer, but the customer is responsible for
patching the Operating System (OS) and configuring the virtual network.

» Platform as a Service (PaaS): Microsoft manages the OS and the underlying runtime
environment. The customer focuses on deploying their code and managing the data.
Responsibility for network controls and applications is often shared.
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« Software as a Service (SaaS): Microsoft manages almost the entire stack, including the
application itself (e.g., Microsoft 365). The customer is only responsible for managing their data
and who has access to the application.

Responsibility Shift

On-Premises SaaS
laaS —» PaaS

(Customer Managed) (Provider Managed)

Practical Example If a company uses an Azure Virtual Machine (laaS), Microsoft ensures the
physical server in the data center is running. However, if the virtual machine’s Windows OS needs
a security update, it is the customer’s responsibility to install it. Conversely, if the company uses
Azure SQL Database (PaaS), Microsoft handles the OS patching and database engine updates
automatically.

Define Cloud Models: Public, Private, and Hybrid

Cloud models, also known as cloud deployment models, define the specific type of cloud
environment based on ownership, size, and access. Choosing the right model depends on an
organization’s requirements for security, scalability, cost, and control.

Public Cloud

The public cloud is the most common deployment model. In this scenario, cloud resources (like
servers and storage) are owned and operated by a third-party cloud service provider (CSP) and
delivered over the internet.

« Multi-tenancy: Multiple organizations (tenants) share the same physical hardware and network
equipment.

» No Capital Expenditure (CapEx): Users do not need to buy hardware; they pay only for what
they use (Operational Expenditure or OpEXx).

« High Scalability: Resources are nearly infinite and can be scaled up or down instantly.

» Low Maintenance: The provider is responsible for all hardware maintenance, security updates,
and patching.

» Use Case: Ideal for web applications, development/testing environments, and businesses that
need to scale rapidly without heavy upfront investment.

Private Cloud

A private cloud consists of computing resources used exclusively by one business or
organization. It can be physically located at the organization’s on-site data center or hosted by a
third-party service provider.
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« Single-tenancy: Hardware is dedicated to one customer, ensuring complete isolation from
other organizations.

» High Control: The organization has full control over the hardware and software environment,
which is essential for meeting strict regulatory or compliance requirements.

» Higher Costs: Requires significant CapEx for hardware and ongoing OpEXx for IT staff to
manage the infrastructure.

« Use Case: Best for government agencies, financial institutions, or organizations with legacy
applications that cannot move to the public cloud.

Hybrid Cloud

A hybrid cloud combines public and private clouds, bound together by technology that allows data
and applications to be shared between them.

» Flexibility: Organizations can keep sensitive data in a private cloud while running high-volume
applications in the public cloud.

» Cloud Bursting: An organization uses its private cloud for normal workloads but “bursts” into
the public cloud when demand spikes to avoid service interruptions.

« Gradual Migration: Allows companies to move to the cloud in phases rather than all at once.

» Use Case: A company that hosts its primary database on-premises for security but uses a
public cloud web app to interact with customers.

Feature Public Cloud Private Cloud Hybrid Cloud
Ownership Third-party provider Single organization Mix of both
Cost Model Pay-as-you-go (OpEX) High upfront (CapEXx) Mixed
Scalability Near-infinite Limited by hardware Highly flexible
Security Shared responsibility Maximum control Balanced
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Hybrid Cloud Environment
Private Cloud (On-Premises)

Sensitive Data
Legacy Apps
A

Secure Clonnection
(VPN/ExpressRoute)

Public CloudgAzure/AWS)

Web Servers
Big Data Analytics

Multi-cloud

While not a distinct infrastructure model like the others, multi-cloud refers to the use of multiple
public cloud providers (e.g., using both Microsoft Azure and Google Cloud Platform). This strategy
is often used to avoid vendor lock-in or to take advantage of specific features unique to different
providers.

Cloud Deployment Models and Use Cases

Cloud deployment models define how cloud infrastructure is owned, managed, and accessed.
Choosing the right model depends on an organization’s specific needs regarding cost, control,
scalability, and security.

Public Cloud

The Public Cloud is the most common deployment model. Resources (like servers and storage)
are owned and operated by a third-party cloud service provider and delivered over the internet.

» Key Characteristics: Multi-tenant environment, pay-as-you-go pricing, and no hardware
maintenance for the user.
« Use Cases:
o Startups and Small Businesses: Ideal for organizations that want to avoid high upfront
capital expenditures (CapEx).

o Software Development and Testing: Quickly spinning up and tearing down environments
without long-term commitments.
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o High-Scale Web Applications: Applications with unpredictable traffic that need to scale
rapidly to meet demand.

Private Cloud

A Private Cloud consists of computing resources used exclusively by one business or
organization. It can be physically located at the organization’s on-site data center or hosted by a
third-party service provider.

« Key Characteristics: Single-tenant environment, high level of control, and enhanced
security/privacy.
» Use Cases:
o Highly Regulated Industries: Banking, healthcare, or government agencies that must
comply with strict data sovereignty and security regulations.

o Legacy Applications: Hosting older applications that require specific hardware
configurations not available in the public cloud.

o Predictable Workloads: Organizations with steady, high-demand workloads where the
long-term cost of ownership might be lower than public cloud fees.

Hybrid Cloud

A Hybrid Cloud combines public and private clouds, bound together by technology that allows
data and applications to be shared between them.

» Key Characteristics: Flexibility to move workloads between environments and the ability to
leverage the benefits of both models.
« Use Cases:
o Cloud Bursting: Running an application in a private cloud but “bursting” into the public
cloud during peak demand to handle the extra load.

o Gradual Migration: Moving some services to the public cloud while keeping sensitive data
or legacy systems on-premises.

o Disaster Recovery: Using the public cloud as a cost-effective backup site for data stored in
a private cloud.

Multi-cloud

Multi-cloud involves using multiple public cloud providers (e.g., using both Microsoft Azure and
AWS) to host different parts of an organization’s infrastructure.

» Key Characteristics: Reduced reliance on a single vendor and access to specialized services
from different providers.

« Use Cases:

o Avoiding Vendor Lock-in: Ensuring that the organization is not dependent on a single
provider’s pricing or roadmap.
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o Compliance and Geography: Using different providers to ensure data is stored in specific
geographic regions where one provider might have a better presence.

Feature Public Cloud Private Cloud Hybrid Cloud
Ownership Third-party provider Single organization Mix of both

Cost Model Operational (OpEX) Capital (CapEx) Mix of both
Scalability Near-infinite Limited by hardware High (via bursting)
Maintenance Provider managed User managed Shared responsibility

Private Cloud / On-Premises

Legacy App Sensitive Data

Secure Connection Data Sync

Public Cloud Environmént

Web Server
(Scalable)

Public Database

The diagram above illustrates a Hybrid Cloud architecture where a public web server interacts
with a private legacy application, and sensitive data is synchronized between environments for
backup or processing.

Describe the Consumption-Based Model

The consumption-based model is a pricing structure where customers pay only for the resources
they use. In cloud computing, this represents a fundamental shift from traditional IT procurement,
moving from Capital Expenditure (CapEXx) to Operational Expenditure (OpEX). Instead of
buying physical servers and data centers upfront, organizations “rent” computing power, storage,
and networking from a cloud provider.

» No Upfront Costs: Organizations do not need to invest in expensive hardware or physical
infrastructure before starting a project.

» Resource Optimization: Users are not required to purchase or manage infrastructure that they
might not use (avoiding “over-provisioning”). Conversely, they can instantly add capacity to
avoid “under-provisioning” during peak times.
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» Pay-as-you-go: Costs are directly tied to active usage. If you turn off a virtual machine or
delete a storage account, you stop being billed for those specific resources.

« Agility: The ability to scale resources up or down instantly allows businesses to react to market
changes without being locked into physical assets.

Feature Traditional IT (CapEXx) Consumption-Based (OpEXx)

Upfront Cost High (Hardware, Facilities, Cooling) Zero or Minimal

Maintenance User responsible for hardware lifecycle Provider responsible for hardware

Scaling Slow (Manual procurement and setup) Instant (Automated or on-demand)

Cost Structure Fixed, regardless of actual usage Variable, based on actual usage

Risk High (Sunk costs if a project fails) Low (Stop paying at any time)

Capital Expenditure (CapEx) vs. Operational Expenditure (OpEXx)

Understanding the consumption-based model requires distinguishing between these two financial
strategies:

« Capital Expenditure (CapEXx): This involves spending money on physical infrastructure up
front and then deducting that expense from your tax bill over time. It is a significant initial
investment that loses value over its useful life (depreciation).

« Operational Expenditure (OpEXx): This involves spending money on services or products now
and being billed for them now. There is no upfront investment; you pay for the service as you
consume it, and you can deduct this expense from your taxes in the same year the spend
occurred.

Low Demand
(Low Cost)

Demand Spike
(Scale Up)

High Demand
(Higher Cost)

Demand Drops

(Scale Down)

Low Demand
(Low Cost)

Practical Use Cases

» Seasonal Workloads: A retail website that experiences 10x traffic during the holidays can
scale up for December and scale back down in January, paying only for the extra capacity
during the peak month.

« Development and Testing: Developers can spin up a complex environment to test a new
feature for two hours, then delete it. They are only billed for those two hours of usage rather
than the cost of a permanent server.

» Startups: New companies can launch global applications without needing millions of dollars in
venture capital for hardware, paying only a small monthly fee that grows as their customer base
grows.
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Compare Cloud Pricing Models

Cloud computing shifts IT spending from a Capital Expenditure (CapEx) model—where you pay
for physical infrastructure upfront—to an Operating Expenditure (OpEx) model. In this model,
costs are variable and based on usage. Understanding the different pricing models is essential for
optimizing costs and ensuring that resources align with business needs.

Consumption-Based (Pay-as-you-go) The Consumption-based model, often referred to as
Pay-as-you-go (PAYG), is the most flexible pricing tier. Users are billed only for the resources they
actively use, measured by metrics such as time (per second or hour), data throughput, or number
of executions.

« Key Characteristics: No upfront costs, no long-term commitment, and the ability to stop or
start services at any time.

» Use Cases: Ideal for unpredictable workloads, short-term projects, or new applications where
the baseline resource requirement is unknown.

» Benefit: Eliminates “wasted” spend on idle resources.
Commitment-Based (Reserved Instances) The Commitment-based model requires a contract
to use a specific amount of computing capacity for a fixed duration, typically one or three years. In
exchange for this commitment, cloud providers offer a significant discount compared to pay-as-
you-go rates.

« Key Characteristics: High cost-predictability and significant savings (often 40% to 72%).

» Use Cases: Best for “steady-state” workloads that run 24/7, such as core production databases
or primary web servers.

« Benefit: Provides the lowest cost for guaranteed, long-term availability.
Spot (Preemptible) Pricing Spot Instances allow users to purchase unused capacity from the
cloud provider’s data center at the lowest possible price point. However, this capacity is
“preemptible,” meaning the provider can reclaim the resources with very short notice (usually 30
seconds to 2 minutes) if they need the capacity back for other customers.

» Key Characteristics: Deepest discounts (up to 90% off), but no guarantee of availability.

« Use Cases: Fault-tolerant tasks, batch processing, data analysis, and stateless microservices.

« Benefit: Massive cost reduction for workloads that can handle interruptions.

Pricing Model Comparison

Model Cost Level Predictability Best Use Case

Pay-as-you-go Medium/High Low Testing, development, and “spiky” workloads
Reserved Low High Stable, long-term production environments
Spot Lowest Very Low Batch jobs and interruptible background tasks
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Choosing the Right Model

The following flowchart illustrates the decision-making process for selecting a pricing model based

(Analyze Workload>

on workload characteristics:

Is the workload
predictable?

Can you commit Can the task
to 1-3 years? be interrupted?

No

i Ny ;

Reserved Instances Pay-as-you-go Spot Instances

By combining these models—such as using Reserved Instances for the baseline load and Pay-
as-you-go for occasional traffic spikes—organizations can achieve a highly cost-effective cloud
architecture.
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Describe Serverless Computing

Serverless computing is a cloud-native development model that allows developers to build and

run applications without having to manage the underlying infrastructure. Despite the name, servers

are still involved; however, the cloud provider handles all hardware provisioning, setup, patching,

and scaling, making the infrastructure invisible to the developer.

Key Characteristics of Serverless

Serverless computing is defined by several core attributes that distinguish it from traditional

Infrastructure as a Service (laaS) or Platform as a Service (PaaS) models:

Abstraction of Servers: Developers do not need to configure virtual machines or manage
operating systems. They simply upload their code or define their workflow.

Event-Driven Scaling: Serverless applications are triggered by specific events (such as an
HTTP request, a file upload to storage, or a message in a queue). The platform automatically
scales the resources up or down to meet the exact demand.

Micro-billing (Pay-per-use): Unlike traditional models where you pay for reserved capacity
(even if idle), serverless follows a consumption-based model. You are billed only for the time
your code is actually running. If the code doesn’t run, you pay nothing.

High Availability: Fault tolerance and high availability are built into the service by the cloud
provider by default.

Core Azure Serverless Services

Azure provides two primary services to implement serverless architectures:

Azure Functions: A “Functions-as-a-Service” (FaaS) offering that allows you to run small
pieces of code (functions) in response to events. It is ideal for processing data, integrating
systems, and building simple APIs.

Azure Logic Apps: A “Platform-as-a-Service” (PaaS) for creating automated workflows. It
allows you to integrate apps, data, and systems using a visual designer with little to no code.

Comparing Cloud Service Models

The following table compares serverless to other common cloud models:
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Feature laaS (Infrastructure) PaaS (Platform) Serverless

You manage VMs and You manage the ) ]
Management o Provider manages everything
(O] application
Scaling Manual or rule-based Rule-based Automatic and instantaneous
Fixed hourly/monthly _ Consumption-based (per-
Cost Model Fixed hourly/monthly rate
rate second)
Best Use Event-driven tasks,
Legacy apps, full control ~ Web apps, databases i i
Case microservices

Serverless Workflow Example

In a serverless architecture, the flow is typically initiated by a trigger, followed by execution, and
ending with an output or action.

Event Trigger Azure Functions Output Action

(e.g., New Image Upload) (Resize Image Code) (Save to Storage)

Use Cases for Serverless

» Data Processing: Automatically resizing an image when it is uploaded to a storage container.
« Scheduled Tasks: Running a cleanup script or generating a report at a specific time every day.

» Web Backends: Handling API requests for mobile or web applications without maintaining a
24/7 web server.

« loT Integration: Processing telemetry data sent from thousands of sensors in real-time.

High Availability and Scalability in the Cloud

Cloud computing provides a resilient and flexible infrastructure that allows businesses to maintain
operations during failures and adapt to changing workloads. Two of the most fundamental pillars of
cloud architecture are High Availability and Scalability.

High Availability (HA)

High Availability refers to a system’s ability to remain operational and accessible for a long
duration, often measured by a percentage of “uptime” (e.g., 99.99% or “four nines”). The goal of HA
is to ensure that services are available even if a component, such as a server or a data center,
fails.

« Redundancy: HA is achieved by duplicating components. If one instance fails, another takes
over immediately.
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« Fault Tolerance: This is the ability of a system to continue operating properly in the event of
the failure of one or more of its components.

» Service Level Agreements (SLAs): Cloud providers guarantee specific uptime percentages. If
the service falls below these levels, customers may be eligible for service credits.

User Request

Load Balancer
(Traffic Distribution)

FN

Cloud Region

Availabilw Zone 1 Availabil'w Zone 2

Web Server A Web Server B
(Active) (Standby/Active)

Scalability

Scalability is the ability of a system to handle increased load by adding resources. Unlike
traditional on-premises hardware, which requires manual purchasing and installation, cloud
scalability is often instantaneous and can be automated.

There are two primary methods of scaling:

« Vertical Scaling (Scaling Up): This involves adding more power to an existing resource. For
example, upgrading a Virtual Machine (VM) from 4GB of RAM to 16GB of RAM. It is useful for
applications that cannot be easily distributed across multiple servers.

» Horizontal Scaling (Scaling Out): This involves adding more instances of a resource. For
example, adding five more VMs to a web cluster to handle a spike in holiday shopping traffic.
This is the preferred method for modern, “cloud-native” applications.
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Feature Vertical Scaling (Scale Up) Horizontal Scaling (Scale Out)
Action Add CPU, RAM, or Disk to one server Add more server instances

o Limited by the maximum size of a single ) o ]
Limit ) Practically limitless in the cloud
physical host

. Often requires a reboot to change hardware No downtime; new instances are added to
Downtime
specs the pool
Web servers, microservices, and distributed

apps

Use Case Legacy databases or monolithic apps

Key Benefits of HA and Scalability

« Reliability: High availability ensures that your business remains online during hardware failures
or maintenance windows, protecting your reputation and revenue.

« Performance Maintenance: Scalability ensures that as more users access your application,
the performance remains consistent because the infrastructure grows to meet the demand.

» Cost Efficiency: When combined with Elasticity (the automatic scaling of resources), you only
pay for what you use. You can scale out during peak hours and scale in (remove resources)
during quiet periods to save money.

» Global Reach: Cloud providers allow you to deploy HA configurations across different
geographic regions, ensuring that even a natural disaster in one area does not take your entire
service offline.

Reliability and Predictability in the Cloud

In cloud computing, reliability and predictability are core pillars that allow organizations to move
away from the uncertainty of on-premises hardware management. These concepts ensure that
applications remain available to users and that business operations remain financially and
technically stable.

Reliability
Reliability is the ability of a system to recover from failures and continue to function. It is often
measured by uptime and the ability to maintain service levels even when individual components

fail. Cloud providers achieve high reliability through decentralized infrastructure and automated
recovery processes.

» Resilience: The capacity of a system to “bounce back” from a failure. In the cloud, if a virtual
machine (VM) fails due to a hardware issue, the cloud platform can automatically restart that
workload on healthy hardware.

» Fault Tolerance: The ability of a system to continue operating despite the failure of one or
more components. This is often achieved through redundancy—running multiple instances of a

service simultaneously.
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« High Availability (HA): Ensuring a service is accessible for a high percentage of time (e.g.,
99.99%). Cloud providers offer Service Level Agreements (SLAS) that guarantee specific
levels of reliability.

« Regional Distribution: By deploying applications across different Availability Zones or
Regions, organizations protect themselves against localized disasters (like power outages or
floods) that might affect a single data center.

Predictability

Predictability allows an organization to move forward with confidence by knowing how a system
will perform and how much it will cost. In the cloud, predictability is divided into two main
categories: performance and cost.

« Performance Predictability: This ensures that the application provides a consistent
experience for users, regardless of the load.

o Autoscaling: A key feature where the cloud platform automatically adds or removes
resources (like VMs or containers) based on real-time demand. This prevents performance
degradation during traffic spikes.

o Resource Allocation: Cloud services provide dedicated or burstable resources, allowing
architects to choose the exact level of CPU, memory, and storage throughput required for
consistent latency.

» Cost Predictability: This focuses on transparency and the ability to forecast expenditures.

o TCO (Total Cost of Ownership): Cloud tools help organizations estimate the long-term
costs of migrating to the cloud versus staying on-premises.

o Budgeting and Alerts: Cloud platforms provide tools to set spending limits and receive
notifications when costs exceed a certain threshold, preventing “billing surprises.”

Feature Reliability Focus Predictability Focus
Primary Goal Minimize downtime and data loss. Ensure consistent behavior and spend.
Key Mechanism Redundancy and failover. Autoscaling and cost management.

Business Value  Customer trust and business continuity. ~ Accurate budgeting and user satisfaction.

Architectural Relationship

The following diagram illustrates how a reliable and predictable architecture uses a Load Balancer
to ensure traffic is distributed across multiple zones, providing both uptime (reliability) and
consistent performance (predictability).
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Cloud Region
Availability Zone A

/ | Web Server 1

User Request Load Balancer

\ Availability Zone B
> Web Server 2

By utilizing these cloud benefits, businesses can focus on innovation rather than managing
infrastructure failures or unexpected financial spikes.

Security and Governance in the Cloud

Security and governance are foundational pillars of a well-architected cloud environment. While
often discussed together, they serve distinct purposes: Security focuses on protecting assets from
threats and unauthorized access, while Governance ensures that cloud resources are managed
according to organizational policies, regulatory requirements, and budget constraints.

Benefits of Cloud Security

Cloud providers invest billions in security infrastructure, offering individual organizations a level of
protection that is often impossible to achieve on-premises. Key benefits include:

» Shared Responsibility Model: This framework clarifies that the cloud provider secures the
infrastructure (the “security of the cloud”), while the customer secures their data and
configurations (the “security in the cloud”). This allows organizations to focus on their specific
applications rather than physical data center security.

» Advanced Threat Protection: Cloud platforms provide built-in tools for Intrusion Detection
Systems (IDS), Distributed Denial of Service (DDoS) protection, and automated threat
intelligence that updates in real-time to combat new vulnerabilities.

« Identity and Access Management (IAM): Centralized control over who can access specific
resources using Role-Based Access Control (RBAC) and Multi-Factor Authentication
(MFA).

- Data Encryption: Providers offer seamless encryption for data at rest (stored on disk) and data
in transit (moving across the network), often managing the complex key management lifecycle
automatically.
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Benefits of Cloud Governance

Governance provides the “guardrails” that allow teams to innovate quickly without compromising
compliance or overspending. Key benefits include:

» Policy Enforcement: Using tools like Azure Policy or AWS Organizations , administrators can
enforce rules across the entire environment (e.g., “Only allow resources to be created in the US
East region”).

« Cost Management and Optimization: Governance frameworks allow for Resource Tagging,
which helps track spending by department or project, and the implementation of spending limits
or alerts.

« Standardization and Compliance: Automated auditing ensures that resources remain
compliant with industry standards like GDPR, HIPAA, or PCI DSS. If a resource falls out of
compliance, governance tools can automatically trigger remediation.

» Resource Consistency: Through the use of templates and blueprints, governance ensures

that every environment (Development, Testing, Production) is configured identically, reducing
“configuration drift.”

Feature Security Governance

Primary Goal Protect assets from threats Ensure alignment with business goals
Focus Area Confidentiality, Integrity, Availability Compliance, Cost, Resource Standards
Key Tooling Firewalls, IAM, Encryption Policies, Blueprints, Tags

Outcome Reduced risk of data breaches Reduced waste and regulatory risk

The Governance Lifecycle

Governance is not a one-time setup but a continuous cycle that supports the security posture of the
organization.
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Governance Framework

Remediate
(Fix or Block)

Define Policies
(Rules & Standards)

Monitor & Audit
(Detect Violations)

P
~—>

‘S‘ecd‘rjg/ Outcomes

Secure Identities

Protected Data

By implementing robust security and governance, organizations transition from manual, error-prone
management to an automated, “policy-as-code” approach. This ensures that as the cloud footprint
grows, the security and compliance posture scales along with it.

Describe the Benefits of Manageability in the Cloud

Manageability in the cloud refers to the set of features and tools provided by a cloud provider that
allow users to manage their infrastructure, applications, and resources efficiently. It is generally
divided into two distinct categories: management of the cloud and management in the cloud.

Management of the Cloud

This refers to how you interact with the cloud platform itself to create, modify, and delete resources.
Cloud providers offer multiple interfaces to ensure that administrators can work in the way that best
suits their needs.

« Azure Portal: A web-based graphical user interface (GUI) used to manage resources manually.
It is ideal for learning the platform or performing one-off tasks.

« Command-Line Interface (CLI) and PowerShell: Tools used to manage resources via
command-line scripts. These are essential for automation and repetitive tasks.

» Application Programming Interfaces (APIs): Allow developers to write custom code that
interacts directly with the cloud platform to manage resources programmatically.

Management in the Cloud
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This refers to how you manage your specific workloads and resources once they are deployed.

The cloud provides built-in capabilities that simplify the lifecycle of an application.

» Autoscaling: The ability to automatically adjust resource capacity (such as the number of

virtual machines) based on real-time demand. This ensures performance during peaks and cost

savings during low usage.

» Infrastructure as Code (laC): The practice of managing and provisioning infrastructure through

machine-readable definition files (like ARM templates or Bicep). This ensures that

environments are deployed consistently and are easily repeatable.

« Monitoring and Analytics: Tools like Azure Monitor provide deep visibility into the health,

performance, and logs of your applications, allowing for proactive troubleshooting.

» Automated Patching: Cloud providers can automatically handle software updates and security

patches for many services (especially in PaaS and SaaS models), reducing the administrative

burden on IT teams.

Management
Aspect

Scalability

Predictability

Visibility

Automation

Key Benefit

Ensures availability and cost-
efficiency

Reduces human error and
configuration drift

Provides insights into system
health

Increases speed and reduces
manual labor

Use Case Example

Adding more web servers during a flash sale.

Using a template to deploy identical Dev and
Prod environments.

Setting an alert to notify admins if CPU usage
exceeds 90%.

Scripting the nightly shutdown of non-production
environments.
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Administrator

+ Manage%ent Interfaces +

Azure Portal CLI / PowerShell Templates / Bicep
(Visual GUI) (Scripting) (Declarative)

Cloud Managgment Layer

Azure Resource Manager
(Management Engine)

/

(

Virtual Machines Databases

Managed Re

Key Benefits Summary

« Efficiency: Automation and scripting reduce the time spent on manual configuration.

» Consistency: Using templates ensures that every deployment follows the exact same
specifications, eliminating “configuration drift.”

« Agility: Resources can be deployed or updated in minutes rather than weeks, allowing
businesses to respond quickly to market changes.

» Reliability: Built-in monitoring and self-healing capabilities (like autoscaling) ensure that
applications remain available even during unexpected traffic spikes or hardware failures.

Infrastructure as a Service (laaS)

Infrastructure as a Service (laaS) is the most flexible category of cloud services. It provides the
fundamental building blocks for cloud IT, typically including access to networking features,
computers (virtual or on dedicated hardware), and data storage space. With laaS, you rent the
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hardware and the virtualization layer from a cloud provider, but you are responsible for managing
everything else “up the stack,” such as the operating system and applications.

laaS is often referred to as the “raw” cloud model because it offers the highest level of control and
management flexibility over your IT resources. It is most similar to traditional on-premises IT, but
the physical hardware is managed by the cloud provider.

The Shared Responsibility Model in laaS

In an laaS model, the division of responsibility is clearly defined. The cloud provider manages the
physical infrastructure, while the customer manages the software environment.

Component Managed By Description

Physical Data Center Provider The physical building, cooling, and power.
Physical Network Provider Routers, switches, and fiber optic cabling.
Physical Servers Provider The actual hardware (hosts) in the racks.
Virtualization Layer Provider The hypervisor that abstracts hardware into VMs.
Operating System Customer Patching and securing Windows or Linux.
Middleware/Runtime Customer Web servers, database engines, or frameworks.
Applications Customer The actual software code and business logic.
Data Customer All information stored and processed.

Cloud Provider Responsibility

‘ Physical Hosts Storage Hardware ‘ Network Infrastructure Virtualization Layer

f Customer Responsibility

‘ Operating Systems ‘ Middleware & Runtimes ‘ Applications Data & Access

Key Characteristics and Benefits
« Total Control: Because you manage the operating system, you can install any software or
legacy applications that might not be supported in more restrictive cloud models.
« Flexibility: You can choose the exact specifications for CPU, RAM, and storage to meet
specific workload requirements.
» Scalability: You can quickly provision or de-provision virtual machines ( VMs ) based on
demand, ensuring you only pay for what you use.

» Cost Model: laasS typically follows a Consumption-based model (OpEXx), eliminating the need
for large upfront capital expenditures (CapEx) on hardware.
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Common Use Cases for laaS

« Lift-and-Shift Migration: Moving existing on-premises applications to the cloud with minimal
changes. Since you control the OS, you can replicate your local environment in the cloud.

« Development and Testing: Teams can quickly create and tear down environments for testing

new software without waiting for physical hardware procurement.

» High-Performance Computing (HPC): Running complex workloads like scientific simulations

or financial modeling that require massive amounts of raw processing power.

» Storage, Backup, and Recovery: Using the cloud’s virtually unlimited storage for data

backups or as part of a disaster recovery strategy.

Describe Platform as a Service (PaaS)

Platform as a Service (PaaS) is a cloud computing model that provides a complete development
and deployment environment in the cloud. It is designed to support the entire web application
lifecycle: building, testing, deploying, managing, and updating.

In a PaaS model, the cloud provider manages the underlying infrastructure (servers, storage, and
networking) as well as the intermediary layers like operating systems, middleware, and runtimes.
This allows developers to focus exclusively on the applications and data they create, rather than
the “plumbing” of the environment.

The Shared Responsibility Model in PaaS

Paas sits between Infrastructure as a Service (laaS) and Software as a Service (SaaS). The

primary distinction is the level of control and management responsibility.

Component
Applications

Data

Runtime
Middleware
Operating System
Virtualization

Servers | Storage | Networking

Page 24 of 108

Managed By
Customer
Customer
Cloud Provider
Cloud Provider
Cloud Provider
Cloud Provider

Cloud Provider



Customer_Responsibility

Applications
(Code & Logic)

Data
(Databases & User Info)

Provider_Responsibility

Runtime
(Java, .NET, Python)

Operating System

Physical Infrastructure

(Compute, Storage, Network)

Key Characteristics and Benefits
« Increased Productivity: Developers can start coding immediately without setting up complex
server environments or installing software updates.

» Scalability: PaaS offerings typically include built-in “auto-scaling” features, allowing the
platform to handle increased traffic automatically.

» Reduced Management: The cloud provider handles security patching, operating system
updates, and hardware maintenance.
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Multi-platform Support: Many PaaS providers offer tools to develop for multiple platforms
(mobile, web, desktop) from the same environment.

Cost-Effectiveness: Users typically pay for what they use, avoiding the capital expense
(CapEXx) of purchasing hardware.

Common Use Cases and Examples

Paas is the preferred choice for modern software development and data analysis.

Development Frameworks: Providing a framework that developers can build upon to develop
or customize cloud-based applications (e.g., Azure App Service).

Analytics or Business Intelligence: Tools provided as a service that allow organizations to
analyze their data to find insights and patterns (e.g., Azure Synapse Analytics).

Database Management: Managed database services where the provider handles backups and
scaling (e.g., Azure SQL Database).

API Development: Creating, managing, and securing APIs for internal or external consumption.

Practical Examples of PaaS

Azure App Service: A service for hosting web applications, REST APIs, and mobile backends.

Azure Functions: A serverless compute service (often categorized under PaaS) that runs code
in response to events.

Azure SQL Database: A fully managed relational database engine.

Google App Engine: A platform for developing and hosting web applications in Google-
managed data centers.

Software as a Service (SaaS)

Software as a Service (SaaS) is a cloud computing model where a service provider hosts

applications and makes them available to customers over the internet. In this model, the cloud

provider manages the entire technology stack, including the underlying infrastructure, operating

systems, middleware, and the application software itself. Users typically access SaaS applications

via a web browser or a thin-client interface, eliminating the need to install or run applications on

local computers.

Key characteristics of SaaS include:

Subscription-Based Pricing: Instead of purchasing a perpetual license, users pay a recurring
fee (monthly or annually) to use the software.

Automatic Updates: The provider handles all software patches, security updates, and feature
enhancements, ensuring all users are on the same version.

Accessibility: Because the software is hosted in the cloud, users can access their data and

tools from any device with an internet connection.

Scalability: Organizations can easily add or remove user licenses as their needs change
without worrying about server capacity.
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The Shared Responsibility Model in SaaS

In a SaaS environment, the cloud provider takes on the vast majority of management
responsibilities. However, the customer still retains critical responsibilities related to how the

service is used.

Responsibility Managed o
Description

Category By
Physical Infrastructure Provider Data centers, cooling, power, and physical security.
Network & Servers Provider Virtualization, hardware maintenance, and connectivity.
Application & Runtime  Provider The software code, updates, and the environment it runs in.
Data & Information Customer The content created, stored, and managed within the app.
Identity & Access Customer Managing who has permission to log in and what they can do.

. . Ensuring the laptops or phones used to access the app are
Devices (Endpoints) Customer

secure.

Cloud Provider Management

| Physical Datacenter | Physical Network | Physical Servers | Virtualization Layer | | Operating System I Application Software

CustomerManagement v

| User Identities | | Data & Content | | Endpoint Devices |

Common Examples and Use Cases

Saas is the most common cloud service model used by end-users and business professionals.
Common examples include:

« Productivity Suites: Microsoft 365 (Word, Excel, PowerPoint) and Google Workspace .

« Communication Tools: Microsoft Teams , Slack , and Zoom .

» Customer Relationship Management (CRM): Dynamics 365 and Salesforce .

» Storage Services: OneDrive , Dropbox , and Box .
When to Use SaaS

SaaS is the ideal choice when an organization wants to focus on using a tool rather than building
or maintaining it. It is particularly useful for:

» Standard business tasks like email, accounting, and collaboration.
« Applications that need web and mobile access for a distributed workforce.

» Short-term projects where setting up infrastructure would be too costly or slow.
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« Startups that need to launch applications quickly with minimal upfront capital expenditure
(CapEx).

Identify Use Cases for laaS, PaaS, and SaaS

Cloud computing services are categorized into three primary models: Infrastructure as a Service
(laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). Choosing the right
model depends on the specific needs of a project, such as the required level of control, the speed
of deployment, and the technical expertise of the team.

Infrastructure as a Service (laaS)

laaS provides the most flexibility and control. It offers fundamental computing resources—physical
or virtual servers, storage, and networking—over the internet. The cloud provider manages the
physical hardware, while the user is responsible for the operating system, middleware, and
applications.

« Lift-and-Shift Migrations: Moving existing on-premises applications to the cloud without
redesigning them.

« Development and Testing: Quickly setting up and tearing down environments with specific
configurations.

» Storage, Backup, and Recovery: Managing large-scale data storage and disaster recovery
plans where the user needs direct control over the underlying infrastructure.

» High-Performance Computing (HPC): Running complex workloads that require specific
hardware configurations or massive scaling.

Platform as a Service (PaaS)

PaasS provides a framework that allows developers to build, test, deploy, and manage applications
without worrying about the underlying infrastructure (servers, storage, and networking). The
provider manages the runtime, middleware, and operating system.

» Application Development: Providing a streamlined environment where developers can focus
on coding and data rather than server maintenance.
« API Development and Management: Building and hosting microservices or web APls.

» Business Intelligence (BI) and Analytics: Using built-in tools to analyze data and find
patterns without configuring the database clusters manually.

- Database Management: Using managed database services (like Azure SQL Database) where
the provider handles patching and backups.

Software as a Service (SaaS)

Saas delivers fully functional software applications over the internet on a subscription basis. The
cloud provider manages everything, from the hardware to the application code and data security.

» Standard Business Applications: Using ready-made tools for email (Outlook), collaboration
(Teams), and customer relationship management (CRM).
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« Productivity Suites: Tools like Microsoft 365 or Google Workspace that require no installation
or local server management.

» Short-term Projects: Using a specialized software tool for a specific duration without investing
in permanent licenses or infrastructure.

Comparison of Service Types

Feature laaS PaaS SaaS
User Control Maximum (OS and Apps) Moderate (Apps and Data) Minimum (Settings only)
User manages Provider manages Provider manages
Management i )
OS/Software OS/Runtime everything
Best For Infrastructure flexibility Rapid app development End-user applications
Example Azure Virtual Machines Azure App Service Microsoft 365

Shared Responsibility Spectrum

The following diagram illustrates how responsibility shifts from the customer to the cloud provider
as you move from laaS to SaaS.

Responsibility Spectrum

laaS
(High User Control)

l

PaaS
(Balanced Control)

l

SaaS

(High Provider Management)

« laaS Use Case Example: A company needs to run a legacy application that requires a specific,
older version of Windows Server. They use laaS to create a Virtual Machine where they have
full administrative rights to the OS.
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PaaS Use Case Example: A startup wants to launch a new web app quickly. They use PaaS to
upload their code directly to the cloud, allowing the provider to handle scaling and security
patching automatically.

SaaS Use Case Example: A sales team needs a way to track leads. Instead of building a
database, they subscribe to a SaaS CRM, accessing it immediately via a web browser.

Skill: Describe Azure architecture and services

Describe Azure Regions, Region Pairs, and Sovereign Regions

Azure’s global infrastructure is built on a massive scale, designed to provide high availability, low

latency, and compliance with local data residency laws. Understanding how Azure organizes its

physical presence is fundamental to architecting resilient cloud solutions.

Azure Regions

An Azure region is a geographical area on the planet that contains at least one, but potentially

multiple, datacenters that are nearby and networked together with a low-latency network. Azure

gives you the flexibility to deploy applications in the regions that make the most sense for your

users and your legal requirements.

Latency: By choosing a region physically close to your users, you reduce the time it takes for
data to travel (network latency).

Data Residency: Some countries require data to remain within their borders. You can select
specific regions to ensure compliance with these regulations.

Service Availability: Not every Azure service is available in every region. You must verify that
the specific VM sizes or specialized services you need are supported in your chosen region.

Azure Region Pairs

Most Azure regions are paired with another region within the same geography (such as US,

Europe, or Asia) at least 300 miles away. This concept is known as a region pair.

Disaster Recovery: In the event of a massive outage (like a natural disaster), Azure prioritizes
at least one region in every pair to be restored as quickly as possible.

Sequential Updates: Azure rolls out software updates to region pairs sequentially (one at a
time) to minimize downtime and the risk of a bug affecting both regions simultaneously.

Physical Isolation: The 300-mile distance helps ensure that a single large-scale disaster does
not affect both regions in the pair.

Data Replication: Some services, such as Azure Storage, offer automatic geo-replication
between paired regions.
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Geography (e.g., Europe) Geography (e.g., North America)
RegionPair2 RegionPairl

Primary Region Secondary Region Primary Region

. 300+ Miles Apart
“@—Sequential Updates—» <

Secondary Region

»

(e.g., North Europe) (e.g., West Europe) (e.g., East US) High-Speed Sync i (e.g., West US)

Sovereigh Regions

While most users use the “Public” Azure cloud, Microsoft operates specialized, physically isolated
instances of Azure known as sovereign regions. These are designed to meet the rigorous security
and compliance needs of specific governments or organizations.

« Azure Government: A dedicated instance for US federal, state, and local government agencies
and their partners. It is operated by screened US personnel and meets specific certifications
like FedRAMP High.

» Azure China (21Vianet): Because of Chinese regulations, Microsoft does not directly manage
these datacenters. Instead, they are operated by a local partner, 21Vianet. This allows
organizations to maintain a presence in China while complying with local laws.

Feature Public Azure Azure Government Azure China

Target General businesses and US Government Organizations operating in
Audience individuals agencies China

Management Microsoft Screened US Personnel  21Vianet (Local Partner)
Network Global Azure Network Physically Isolated Physically Isolated

. US-specific (FedRAMP, ) .
Compliance Global standards (1ISO, SOC) DoD) Chinese-specific (MLPS)

Summary of Relationships
« Geographies: Typically contain two or more regions and define the boundary for data
residency.

» Regions: The specific location where your resources (like Virtual Machines or SQL Databases )
are deployed.

« Region Pairs: Provide a safety net for disaster recovery within a geography.

» Sovereign Regions: Provide legal and physical isolation for high-compliance scenarios.

Describe Azure Availability Zones

Availability Zones are physically separate locations within an Azure region that provide high
availability and protect your applications and data from data center failures. Each zone is
composed of one or more data centers equipped with independent power, cooling, and networking
infrastructure.
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« Physical Isolation: Because zones are physically separate, if one data center experiences an
outage (such as a power failure or flooding), the other zones in the same region remain
operational.

« High-Speed Connectivity: Zones within a region are connected through a high-performance
network with a round-trip latency of less than 2ms.

« Minimum Count: Not every Azure region supports Availability Zones. However, for those that
do, there is a minimum of three separate zones to ensure comprehensive resiliency.

» Shared Responsibility: While Microsoft manages the infrastructure of the zones, users are
responsible for configuring their resources to take advantage of them.

Service Categories in Availability Zones

When deploying resources, you can choose how they interact with Availability Zones based on
your resiliency requirements:

Service Type Description Example

You specify the exact zone where the resource is ) .
Virtual Machines , Managed

Zonal Services deployed (e.g., Zone 1). This is used to co-locate .
Disks , Standard IP addresses

resources for lower latency.

Zone- Azure automatically replicates the resource across SQL Database , Zone-
redundant multiple zones. If one zone fails, the service redundant Storage (ZRS) ,
Services continues to function from another zone. Virtual Machine Scale Sets
Always- ) . Azure Active Directory

. These are global services that are resilient to zone ]
available ) (Microsoft Entra ID) , Azure

. and region outages. .

Services Traffic Manager

Architecture and Hierarchy

The following diagram illustrates the relationship between an Azure Region, its Availability Zones,
and the underlying data centers.

Page 32 of 108



Azure Region

Availability Zone 1

Data Center A

Data Center B

[

Availability Zone 2

Data Center C

\

Availability Zone 3

Data Center D

Use Cases for Availability Zones

» Mission-Critical Applications: Use Availability Zones to ensure that even if an entire data
center goes offline, your application remains available to users.

- Data Redundancy: By using zone-redundant storage, your data is replicated three times
across different physical locations, providing much higher durability than local redundancy.

» High Availability SLAs: Azure offers a higher Service Level Agreement (SLA) for uptime
(typically 99.99%) when you deploy two or more instances of a Virtual Machine across two or
more Availability Zones in the same region.

By leveraging Availability Zones, organizations can build a Business Continuity and Disaster
Recovery (BCDR) strategy that handles localized hardware failures or even entire building
outages without impacting the end-user experience.
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Azure Datacenters

Azure datacenters are the physical foundation of Microsoft’s cloud infrastructure. They are unique
physical buildings—Ilocated all over the globe—that house groups of networked computer servers,
storage systems, and networking equipment. While users interact with Azure through software
interfaces and APlIs, every virtual resource eventually maps back to hardware sitting inside one of
these facilities.

» Physical Infrastructure: Each datacenter is equipped with its own independent power, cooling,
and networking infrastructure. This ensures that a localized failure within one building (such as
a power outage) does not necessarily impact others.

» Scale and Distribution: Microsoft operates hundreds of datacenters across the world,
organized into geographical regions. This global footprint allows users to deploy applications
close to their end-users to reduce latency and comply with data residency requirements.

« Security: Datacenters are designed with “defense-in-depth” physical security. This includes
perimeter fencing, biometric access controls, professional security guards, and continuous
video surveillance. Access is strictly limited to the personnel required to maintain the hardware.

« Sustainability: Microsoft datacenters are increasingly designed with environmental impact in
mind, focusing on water conservation and transitioning to 100% renewable energy sources.

Component Description Relationship

The smallest unit of physical

Datacenter A single physical building containing server racks. i
infrastructure.
Availability One or more datacenters equipped with A logical grouping of datacenters
Zone independent power, cooling, and networking. within a region.
Redi A geographical area containing one or more The level at which users typically
egion
9 Availability Zones. deploy resources.

Hierarchy of Azure Infrastructure

The following diagram illustrates how individual datacenters fit into the broader Azure global
architecture. Users typically select a Region for their resources, which may then be distributed
across Availability Zones (composed of one or more datacenters) to ensure high availability.
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Azure Global Infrastructure

RegionA[Azure Region]

AZ1[Availability Zone 1]

Datacenter A Datacenter B

AZ2[Availability Zone 2]

Datacenter C

AZ3[Availability Zone 3]

Datacenter D

« High Availability: By understanding that datacenters are physical entities, architects can
design for “blast radius” protection. For example, placing virtual machines in different
Availability Zones ensures that even if an entire datacenter fails due to a fire or flood, the
application remains online in a different datacenter within the same region.

« Latency: Because data must travel over physical fiber-optic cables, the physical distance
between datacenters and the end-user directly impacts the speed (latency) of the application.
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Describe Azure Resources and Resource Groups

In Azure, every service you deploy is managed through a structured hierarchy. Understanding the
relationship between individual resources and the containers that hold them is fundamental to

organizing and securing your cloud environment.

Azure Resources

An Azure Resource is a manageable item that is available through Azure. These are the basic
building blocks of your cloud infrastructure. Every time you create a service, such as a database or
a web app, you are creating a resource.

Key characteristics of resources include:

» Unique Identity: Each resource has a unique Resource ID used by Azure Resource Manager
(ARM) for operations.

» Specific Types: Resources are instances of resource types, such as
Microsoft.Compute/virtualMachines or Microsoft.Storage/storageAccounts .

« Location: Most resources are deployed to a specific Azure region, though some (like Azure
Active Directory or Traffic Manager) are global.

Common examples of Azure resources include:

« Virtual Machines (VMs): On-demand computing power.

Storage Accounts: Scalable storage for data objects, files, and disks.

Virtual Networks (VNets): Isolated network environments for resources to communicate.

« Azure SQL Databases: Managed relational database services.

Azure Resource Groups

An Azure Resource Group is a logical container into which Azure resources are deployed and
managed. It serves as a way to group resources that share a common lifecycle, such as all
components of a specific web application.

Key concepts of resource groups include:
» Lifecycle Management: If you delete a resource group, all resources contained within it are
also deleted. This is ideal for managing “dev” or “test” environments.

« Logical Grouping: Resources in a group do not need to be in the same region as the resource
group itself. The resource group’s location specifies where its metadata is stored.

» Access Control: Role-Based Access Control (RBAC) permissions applied at the resource
group level are inherited by all resources inside that group.

- Deployment Boundary: You typically deploy resources to a resource group using Azure
Resource Manager (ARM) templates or the Azure Portal.
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Feature

Definition

Membership

Nesting

Primary
Purpose

Azure Resource
An individual instance of an Azure service.

Must belong to exactly one resource
group.

Generally cannot contain other resources.

Providing specific functionality (compute,
storage).

Azure Resource Group
A logical container for multiple resources.

Can contain resources from different
regions.

Cannot be nested inside another
resource group.

Organizing, securing, and managing
lifecycles.

Azure Subscription

Resource Group: Production

Resource Group: Development

e N

{

()

{ }

Virtual Machine

SQL Database Virtual Network

Virtual Machine

Storage Account

Use Cases and Best Practices

« Project-Based Organization: Group all resources for “Project Alpha” into one group so you

can track costs and manage permissions for that specific project team.

« Environment Separation: Use separate resource groups for Production , Staging , and

Development to prevent accidental changes to live systems.

» Resource Tagging: While resource groups provide a primary container, use Tags (name-value

pairs) to further categorize resources across different groups for billing or management

purposes.

Azure Subscriptions

An Azure subscription is a logical unit of Azure services that is linked to an Azure account. It

serves as a container for provisioning resources and acts as a primary tool for managing costs,

access, and usage limits. Every resource in Azure must belong to exactly one subscription.

An Azure subscription provides two primary boundaries:

« Billing Boundary: This determines how an Azure account is billed for its use of Azure. You can

create multiple subscriptions to organize costs by department, project, or environment (e.g.,

Production vs. Development).

» Access Control Boundary: Azure applies Role-Based Access Control (RBAC) at the

subscription level. This allows administrators to manage who has permission to create,

manage, or delete resources within that specific subscription.
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Subscription Types and Use Cases

Azure offers several types of subscriptions tailored to different organizational needs and scales.

Subscription
Type

Free Account

Pay-As-You-Go

Enterprise
Agreement

Student

Key Features

Includes a $200 credit for 30 days and 12
months of popular free services.

No upfront commitment; you are billed monthly
based on actual resource consumption.

Organizations commit to a specific spending
amount over a multi-year period.

Provides free credits and access to specific
services without requiring a credit card.

Subscription Hierarchy and Management

Primary Use Case
Personal learning and initial
experimentation.

Small to medium businesses or
unpredictable workloads.

Large organizations with
centralized procurement.

Students for educational and
project-based learning.

Subscriptions sit within a specific hierarchy in the Azure environment. This structure allows for

efficient governance and policy application across an entire organization.
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Azure AD Tenant
(Identity Boundary)

l

Management Group

(Governance/Policy)

l

Azure Subscription

(Billing/Access)

l

Resource Group

(Lifecycle Container)

l

Resources
(VMs, Storage, DBs)

Reasons for Using Multiple Subscriptions

While a single subscription is sufficient for many users, organizations often deploy multiple
subscriptions for the following reasons:

« Environment Isolation: Separating Production resources from Development or Testing
environments ensures that experimental changes do not impact live services.

« Organizational Structure: Different departments (e.g., Human Resources, Finance,
Engineering) can have their own subscriptions to simplify internal chargebacks and budgeting.

» Subscription Limits: Azure imposes hard limits (quotas) on the number of resources per
subscription (e.g., a maximum number of ExpressRoute circuits). If these limits are reached,
additional subscriptions must be created.

» Governance and Compliance: Different subscriptions can have different Azure Policies
applied to meet specific regulatory requirements for different types of data.
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Azure Management Groups

Azure Management Groups provide a level of scope above subscriptions. If your organization has
many Azure subscriptions, you need a way to efficiently manage access, policies, and compliance
for those subscriptions. Management groups are containers that help you organize your
subscriptions into a hierarchy so that you can apply unified governance conditions.

Key Concepts and Hierarchy

Management groups are organized into a tree structure. All subscriptions within a management
group automatically inherit the conditions applied to that group. For example, if you apply an Azure
Policy to a management group that prohibits the creation of specific virtual machine sizes, that
policy will apply to all subscriptions, resource groups, and resources under that management
group.

» Hierarchy Depth: You can support up to six levels of depth in your management group
hierarchy. This limit does not include the Root Management Group or the subscription level.

» Inheritance: Both Azure Role-Based Access Control (RBAC) and Azure Policy definitions
are inherited down the hierarchy. If a user is granted “Contributor” access at the management
group level, they have that access to all subscriptions under it.

+ Root Management Group: Each directory is given a single top-level management group called

the Root Management Group. All other management groups and subscriptions fold into this
root group, allowing global policies and RBAC assignments to be applied at the directory level.

Management Hierarchy Visualization

The following diagram illustrates how resources are organized within the Azure management
hierarchy:
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Root Management Group

e N

Production MG Development MG

;

Subscription A Subscription B Subscription C

l

Resource Group 1

Virtual Machine

Comparison of Management Scopes

Azure provides four levels of management scope. It is important to understand where Management
Groups fit in relation to other containers.

Scope Level Description Primary Use Case

Management i , o Governance, policy, and RBAC across
Containers for multiple subscriptions. ) o

Group multiple subscriptions.

. A logical unit of Azure services linked Billing boundaries and large-scale resource
Subscription

to an Azure account. separation.

A logical container for related Azure Lifecycle management (deploying/deleting
Resource Group

resources. resources together).

Individual instances of services (VMs, The actual functional components of your
Resource o
Databases). application.

Practical Use Cases

» Environment Separation: Create separate management groups for “Production,” “Testing,”
and “Development” to ensure that experimental policies in Dev do not impact live Production
workloads.
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« Compliance Requirements: If a specific department (e.g., Finance) must comply with specific
regulatory standards (like PCI-DSS), you can place all Finance-related subscriptions into one
management group and apply the necessary compliance policies at that level.

« Cost Management: While billing is primarily handled at the subscription level, management

groups allow you to view aggregated cost data and apply spending limits or tags across multiple
subscriptions for better organizational visibility.

Azure Resource Hierarchy

Azure provides a four-level hierarchical structure to help organizations manage their cloud
environment efficiently. This hierarchy ensures that access control, policies, and compliance can be
applied at various levels, with settings inheriting from the top down to individual resources.

Root Management Group

c N

Management Group (Production) Management Group (Dev/Test)

N l

Subscription A Subscription B Subscription C

N

Resource Group 1 Resource Group 2

l l

VM / SQL / Storage App Service / VNet

 Management Groups: These are containers used to manage access, policy, and compliance
across multiple subscriptions. If your organization has many subscriptions, you can group them
to apply governance conditions that will automatically apply to all subscriptions within that
group. All subscriptions within a management group must trust the same Microsoft Entra ID
(formerly Azure AD) tenant.

» Subscriptions: A subscription is a logical unit of Azure services that is linked to an Azure
account. It serves as a billing boundary (generating separate invoices) and an access
control boundary. Organizations often use multiple subscriptions to separate environments
(e.g., Production vs. Development) or to stay within specific Azure service limits.

+ Resource Groups: A resource group is a logical container into which Azure resources like web
apps, databases, and storage accounts are deployed and managed. It serves as a lifecycle
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boundary; if you delete a resource group, all resources inside it are also deleted. Typically, you
group resources that share the same lifecycle so you can deploy or retire them as a single unit.

» Resources: These are the individual instances of services that you create, such as a Virtual
Machine ( Microsoft.Compute/virtualMachines ), a Virtual Network, or an Azure SQL Database.

Level Primary Purpose Key Characteristic
Management Governance & ) o
i Handles multiple subscriptions; supports up to 6 levels of depth.
Group Policy
Subscription Billing & Quotas The unit of scale and the primary container for resource groups.
Lifecycle Resources can only exist in one group; groups can contain

Resource Group ) )
Management resources from different regions.

i The smallest unit; inherits all permissions and policies from
Resource Service Instance b
above.

Key Concepts of the Hierarchy:

» Inheritance: Any policy or Role-Based Access Control (RBAC) role assigned at a higher level
(e.g., Management Group) is automatically inherited by the levels below it (Subscription ->
Resource Group -> Resource).

« Organization: This structure allows IT administrators to organize resources by department,
project, or environment type while maintaining centralized control over costs and security.

» Deployment: While a resource group can contain resources from different geographic regions,
the resource group itself has a location to store its metadata.

Comparing Azure Compute Types

Azure offers a variety of compute services that cater to different levels of control, flexibility, and
management. Choosing the right compute type depends on your specific workload requirements,
ranging from full operating system control to event-driven code execution.

Virtual Machines (VMs)

Virtual Machines are an Infrastructure as a Service (laaS) offering that provides a virtualized
hardware environment. When you deploy a VM, you are responsible for configuring and
maintaining the operating system, installed software, and security patches.

» Control: Provides the highest level of control over the computing environment.

» Use Case: Ideal for “lift-and-shift” migrations of legacy applications, software requiring specific
OS configurations, or custom database engines.

« Management: You manage the OS, networking, and storage configurations.
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Containers

Containers are a Platform as a Service (PaaS) offering that allows you to package an application

and its dependencies into a single unit. Unlike VMs, containers do not include a full operating

system; instead, they share the host's OS kernel, making them lightweight and fast to start.

Azure Container Instances (ACI): The simplest and fastest way to run a container in Azure
without managing any virtual machines or higher-level orchestration.

Azure Kubernetes Service (AKS): An orchestration service for managing large numbers of
containers (clusters), providing automated scaling, health monitoring, and management.
Use Case: Best for microservices architectures, consistent development-to-production
environments, and applications that need to scale rapidly.

Azure Functions

Azure Functions is a serverless, Function as a Service (FaaS) offering. It allows you to run small

pieces of code (functions) without worrying about the underlying infrastructure. It is “serverless”

because Azure automatically handles all the resource provisioning and scaling.

Event-Driven: Functions trigger based on specific events, such as an HTTP request, a timer, or
a message appearing in a queue.

Scaling: Scales automatically and nearly instantaneously based on demand.

Billing: Typically uses a consumption-based model where you only pay for the time your code
is actually running.

Use Case: Ideal for background tasks, data processing, API endpoints, and glue code between
different Azure services.

Comparison Summary

The following table compares the primary characteristics of these compute types:

Feature Virtual Machines Containers Functions
Service Model laaS PaaS / CaaS Serverless (FaaS)
Responsibility OS, Apps, Data Apps, Data Code only
Startup Time Minutes Seconds Milliseconds
Scaling Manual or Scale Sets Fast (via Orchestrator) Automatic / Instant
Cost Model Pay for allocated time Pay for allocated time Pay per execution

Responsibility and Abstraction

As you move from Virtual Machines to Functions, the level of abstraction increases. While you lose

granular control over the environment, you gain speed and reduce the management burden.
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Compute Spectrum

Virtual Machines
(Maximum Control)

More Management

Containers
(Portability)

Less Management

Functions

(Maximum Abstraction)

» Virtual Machines are best when you need total control of the stack.
» Containers are best when you need a consistent environment that can run anywhere.

« Functions are best when you want to focus purely on code and ignore infrastructure entirely.

Azure Virtual Machine Options

Azure provides several Infrastructure as a Service (laaS) options to run computing workloads in the
cloud. These range from individual instances to large-scale, automated clusters and specialized
desktop virtualization environments.

Azure Virtual Machines Azure Virtual Machines (VMs) are on-demand, scalable computing
resources. They provide the most flexibility and control over the computing environment, including
the choice of operating system (Windows or Linux), installed software, and networking
configurations.

» Use Case: Ideal for “lift-and-shift” migrations, applications requiring specific OS configurations,
or development and testing environments.
« Management: You are responsible for configuring, patching, and maintaining the software

inside the VM.

Azure Virtual Machine Scale Sets Azure Virtual Machine Scale Sets (VMSS) allow you to
create and manage a group of identical, load-balanced VMs. The number of VM instances can
automatically increase or decrease in response to demand or a defined schedule.
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« Elasticity: Scale sets provide high availability to your applications and allow you to centrally
manage, configure, and update a large number of VMs.

» Use Case: Ideal for large-scale workloads like customer-facing web applications, big data
processing, and container workloads.

Availability Sets An Availability Set is a logical grouping of VMs that allows Azure to understand
how your application is built to provide redundancy and availability. It protects against hardware
failures and planned maintenance by distributing VMs across different physical resources.

» Fault Domains (FD): Represent a physical group of hardware (like a server rack) that shares a
common power source and network switch.

« Update Domains (UD): Represent a group of VMs and underlying physical hardware that can
be rebooted at the same time during planned maintenance.

AvailabilitySet
FaultDomainO FaultDomainl

VM 1 VM 2
Update Domain O Update Domain O

VM 3 VM 4

Update Domain 1 Update Domain 1

Azure Virtual Desktop Azure Virtual Desktop (AVD) is a desktop and application virtualization
service that runs on the cloud. It is the only virtual desktop infrastructure (VDI) that delivers
simplified management, multi-session Windows 10 or Windows 11, and optimizations for Microsoft
365 Apps.

o Multi-session: Allows multiple users to connect to a single Windows VM simultaneously,
significantly reducing costs.

» Security: Provides a secure remote desktop experience where data stays on the Azure server
rather than the local client device.

Comparison of Virtual Machine Options
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Service Primary Purpose Key Benefit
Azure VM General purpose computing Full control over OS and software

Automated horizontal scaling and high

Scale Sets Scaling identical workloads N
availability
. Redundancy within a Protection against hardware failure and
Availability Sets .
datacenter maintenance
Azure Virtual ) L Multi-session Windows and secure remote
Desktop virtualization (VDI)
Desktop access

Resources Required for Virtual Machines

Azure Virtual Machines (VMs) are an Infrastructure as a Service (laaS) offering that provides on-
demand, scalable computing resources. Unlike Platform as a Service (PaaS) options, you are
responsible for configuring and maintaining the operating system and the software that runs on it.
To deploy a VM, several interconnected resources must be provisioned together.

Core Compute Resources

« Virtual Machine Size: This defines the compute power, including the number of CPU cores and
the amount of RAM. Azure offers various “families” (e.g., D-Series for general purpose, F-
Series for compute-optimized) to match specific workload needs.

» Region: The geographic location where the VM’s hardware resides. This affects latency and
compliance requirements.

« Operating System (OS): You must select an image (e.g., Windows Server, Ubuntu, Red Hat)
to be installed on the primary disk.

Storage Resources

» OS Disk: A persistent managed disk that contains the operating system.
- Data Disks: Optional persistent disks used for application data, logs, or databases.

« Temporary Disk: A non-persistent disk (usually labeled D: on Windows or /dev/sdb on Linux)
provided for short-term storage like swap files. Warning: Data on this disk is lost during
maintenance or redeployment.

» Managed Disks: The modern standard for Azure storage, where Azure manages the underlying
storage hardware for you.
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Disk Type Best Use Case Performance

Standard HDD Backups, infrequent access Low
Standard SSD Light web servers, dev/test Medium
Premium SSD Production workloads, databases High
Ultra Disk IOPS-intensive workloads (SAP HANA) Ultra-High

Networking Resources

Virtual Network (VNet): A logical isolation of the Azure cloud. A VM must reside within a VNet

to communicate with other resources.
Subnet: A range of IP addresses within the VNet used to organize and secure resources.

Network Interface (NIC): The hardware bridge that allows a VM to communicate with the VNet.
A VM can have multiple NICs.

Public IP Address: An optional resource that allows the VM to be reachable from the internet.

Network Security Group (NSG): A virtual firewall used to allow or deny inbound and outbound
traffic to the VM or subnet.

Logical and Availability Resources

Resource Group: A logical container that holds related resources for an Azure solution. The
VM, its disks, and its networking components are typically grouped here for easier
management.

Availability Options: To ensure uptime, VMs can be placed in Availability Sets (protecting
against hardware failure within a data center) or Availability Zones (protecting against entire
data center failures).
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Resource Group

Virtual Machine

(Compute Size)

A

OS Disk Network Interface
(Managed) (NIC)

/

Virtual INetwork

Public IP
(Optional)

Subnet

Network Security Group

(Firewall)

Practical Example: Web Server Deployment When deploying a simple web server, you would
select a B-series (burstable) size for cost-efficiency, attach a Standard SSD for the OS, and place
it in a Subnet with an NSG that allows traffic on port 80 (HTTP) and 443 (HTTPS). You would also
assign a Public IP so users can browse to the site.

Azure Application Hosting Options

Azure provides a diverse range of compute services designed to host applications based on
specific requirements for control, flexibility, and management. These options generally fall into
three categories: Infrastructure as a Service (laaS), Platform as a Service (PaaS), and
container-based solutions.

Virtual Machines (VMs)

Azure Virtual Machines represent the Infrastructure as a Service (laaS) model. They provide a
virtualized hardware environment, including CPU, memory, and storage, while allowing the user to

maintain full control over the operating system and software stack.

» Control: You are responsible for configuring, patching, and maintaining the OS and any
installed applications.
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« Flexibility: Ideal for applications that require specific OS configurations or custom software that

cannot run in a managed environment.

o Use Case: “Lift-and-shift” migrations where an on-premises server is moved to the cloud with

minimal changes.

Azure App Service (Web Apps)

Azure App Service is a Platform as a Service (PaaS) offering optimized for hosting web-based

applications, REST APIs, and mobile backends. It abstracts the underlying infrastructure, allowing

developers to focus on code.

« Managed Environment: Azure handles OS patching, hardware maintenance, and framework

updates.

» Features: Supports multiple languages (e.g., .NET, Java, Node.js, Python, PHP) and offers

built-in Autoscale and high availability.

» Use Case: Modern web applications where rapid deployment and integrated CI/CD

(Continuous Integration/Continuous Deployment) are priorities.

Container Options

Containers are lightweight, portable environments that package an application and its

dependencies together. Azure offers two primary ways to host containers:

» Azure Container Instances (ACI): A “serverless” container offering. It is the fastest and

simplest way to run a single container in Azure without managing any virtual machines or

orchestration tools.

« Azure Kubernetes Service (AKS): A robust orchestration service for managing large numbers

of containers (clusters). It provides features like service discovery, load balancing, and self-

healing.

o Use Case: Microservices architectures where different components of an application are

isolated into separate, scalable units.

Comparison of Hosting Models

Feature
Service Model
Responsibility
Scaling

Best For

Virtual Machines
laaS

OS, Apps, Data
Manual or Scale Sets

Legacy apps, custom OS

Azure App Service
PaaS

Apps, Data
Automatic (Autoscale)

Web apps, APIs
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Hosting Decision Flow

The following diagram illustrates the relationship between management overhead and the level of

control provided by each hosting option.

Choose Hosting Option

Need full OS
control?

Virtual Machines Is it a standard
(High Control / High Management) Web App/API?

Azure App Service Need container
(Low Management / High Productivity) orchestration?

No

!

Azure Kubernetes Service Azure Container Instances
(Complex Microservices) (Simple/Task-based)

« Virtual Machines offer the most control but require the most management.

» Azure App Service offers the least management overhead for web-based workloads.
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« Containers provide a middle ground, offering high portability and efficiency across different
environments.

Azure Virtual Networking and Connectivity

Azure networking services provide the infrastructure necessary for resources to communicate with
each other, with on-premises networks, and with the internet. These services ensure that cloud
applications are secure, scalable, and highly available.

Azure Virtual Network (VNet) An Azure Virtual Network (VNet) is the fundamental building block
for your private network in Azure. It is a logical isolation of the Azure cloud dedicated to your
subscription.

» Isolation and Segmentation: You can define a private IP address space using public or private
addresses.

« Communication: VNets allow Azure resources, such as Virtual Machines (VMs), to
communicate securely with each other, the internet, and on-premises networks.

« Filtering: You can use Network Security Groups (NSGs) or Azure Firewall to filter traffic

between resources.

Azure Virtual Subnets A Subnet is a range of IP addresses within a VNet. You can divide a VNet
into multiple subnets for organization and security.

» Logical Grouping: Subnets allow you to segment the network to match your application’s
structure (e.g., a subnet for web servers and another for databases).
« Security Control: You can apply different security rules (NSGs) to each subnet to control the

flow of traffic.

Virtual Network Peering VNet Peering allows you to connect two or more Virtual Networks in
Azure seamlessly. Once peered, the VNets appear as one for connectivity purposes.

» Regional Peering: Connecting VNets within the same Azure region.

« Global Peering: Connecting VNets across different Azure regions.

« Performance: Traffic between peered VNets uses the Microsoft backbone infrastructure, not
the public internet, ensuring low latency and high bandwidth.

VNet A (10.1.0.0/16) VNet B (10.2.0.0/16)

Subnet 1 [€¢——VNet Peering——»| Subnet 2

Azure DNS Azure DNS is a hosting service for DNS domains that provides name resolution using
Microsoft Azure infrastructure.

Page 52 of 108



» Reliability: It uses a global network of name servers to provide high availability.

o Security: It is integrated with Azure Resource Manager, allowing for Role-Based Access
Control (RBAC).

» Private DNS: Azure DNS also supports private domains, allowing you to use custom domain
names within your VNets without needing to configure a custom DNS solution.

Hybrid Connectivity: VPN Gateway and ExpressRoute Azure provides two primary methods for
connecting an on-premises network to an Azure VNet.

Feature Azure VPN Gateway Azure ExpressRoute

Connection Encrypted tunnel over the Public Private, dedicated connection via a Service

Type Internet Provider

Typical

. Up to 10 Ghps Up to 100 Gbps

Bandwidth

Reliability Subject to internet congestion High reliability with guaranteed SLAs
Small-to-medium data needs, remote  Enterprise-grade, high-speed, low-latency

Use Case )
workers requirements

Security Encrypted (IPsec/IKE) Private (does not traverse the internet)

« Azure VPN Gateway: Sends encrypted traffic between an Azure virtual network and an on-
premises location. It is commonly used for Site-to-Site (connecting an office) or Point-to-Site
(connecting individual devices) connections.

» ExpressRoute: Provides a direct connection between your on-premises network and the
Microsoft cloud. Because the data does not travel over the public internet, it offers more
reliability, faster speeds, and lower latencies than typical connections over the internet.

Define public and private endpoints

In Azure, how you connect to services (like databases or storage accounts) depends on your
security and connectivity requirements. Azure provides two primary methods for exposing these
services: public endpoints and private endpoints.

Public Endpoints

A public endpoint allows a service to be accessible over the internet. By default, many Azure
Platform-as-a-Service (PaaS) offerings, such as Azure SQL Database or Azure Storage, are
provisioned with a public IP address.

» Accessibility: Accessible from any location with internet connectivity, provided the traffic is
allowed through the service’s built-in firewall.

« Security: Security is managed via IP firewall rules (restricting access to specific public IP
ranges) and resource-level access keys or Azure AD authentication.
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« Service Endpoints: A related feature called Virtual Network (VNet) Service Endpoints can

be used to secure a public endpoint. It ensures that traffic from a specific VNet to the service

stays on the Azure backbone network, though the service still maintains a public IP address.

Private Endpoints

A private endpoint is a special network interface (NIC) for an Azure service that uses a private IP

address from your Virtual Network (VNet). This technology is powered by Azure Private Link.

» Accessibility: The service is only accessible from within the VNet, from peered VNets, or via

an on-premises connection (like VPN or ExpressRoute). It is not reachable from the public

internet.

« Security: It eliminates exposure to the public internet entirely. Traffic between the VNet and the

service travels exclusively over the Microsoft backbone network.

« DNS Integration: Because the service now has a private IP, Azure uses Private DNS Zones to

resolve the service’s standard URL (e.g., storage.blob.core.windows.net ) to the internal private

IP address.

Feature

IP Address
Type

Internet
Access

Network Path

Cost

Primary Use
Case

Public Endpoint

Public IP

Enabled by default

Over the internet (or Azure backbone with
Service Endpoints)

Generally free (standard data rates)

Public-facing apps or quick testing

Architecture Overview

Private Endpoint

Private IP (from your VNet)

Disabled

Exclusively over the Azure backbone

Includes hourly costs and data
processing fees

High-security enterprise
environments

The following diagram illustrates the difference between a user accessing a service via the public

internet versus a Virtual Machine (VM) using a private endpoint.
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Public Internet Azure PaaS Service

-

Azure SQL Database
Azure Virtual Network

Private Endpoint /

Virtual Machine ———p _ Azure Private Link™ |
(Private IP)

External User Public IP Access—__|

Key Use Cases

» Public Endpoints: Best for services that need to be accessed by mobile applications, external
partners, or developers working from various locations without a VPN.

« Private Endpoints: Essential for organizations with strict compliance requirements (like finance
or healthcare) that forbid data from traversing the public internet. They are also used to prevent

data exfiltration, as the endpoint can be mapped to a specific instance of a service rather than
the entire service type.

Compare Azure Storage Services

Azure Storage is a managed service that provides highly available, secure, durable, and scalable
storage in the cloud. Depending on the nature of your data—whether it is a virtual hard drive, a set
of shared files, or unstructured images—Azure offers specific services tailored to those needs.

The primary storage services are often grouped within an Azure Storage Account, though Azure
Managed Disks are handled as individual Azure resources.

Service Data Type Best Use Case

Azure Blob Unstructured Streaming video, storing images, backups, and data for

Storage (Objects) analysis.

. Shared File “Lift and shift” of on-premises file shares using SMB or NFS

Azure Files
Systems protocols.

Azure Disk Persistent storage for Azure Virtual Machines (OS and data
Block Storage ]

Storage drives).

Azure Queue ) Decoupling application components with asynchronous
Messaging )

Storage message processing.

Azure Table

NoSQL Key-Value Storing structured, non-relational data for rapid development.
Storage
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Azure Blob Storage

Azure Blob Storage is designed for storing massive amounts of unstructured data. “Blob” stands
for Binary Large Object. It is highly optimized for data that does not adhere to a specific design or
structure.

» Access Tiers: Blobs support Hot (frequent access), Cool (infrequent access, lower storage
cost), and Archive (rarely accessed, lowest cost but highest latency) tiers.

« Use Case: Serving images directly to a browser or storing files for distributed access.

Azure Files

Azure Files offers fully managed file shares in the cloud that are accessible via the industry-
standard Server Message Block (SMB) or Network File System (NFS) protocols.

» Key Feature: It allows multiple virtual machines or on-premises applications to mount the same
share simultaneously.

« Use Case: Replacing on-premises file servers or sharing configuration files across multiple
VMs.

Azure Disk Storage

Azure Managed Disks are block-level storage volumes managed by Azure and used with Azure
Virtual Machines. They are the cloud equivalent of a physical hard drive.

« Performance Levels: Available in Ultra Disk, Premium SSD, Standard SSD, and Standard
HDD.

» Use Case: Running databases or operating systems where high IOPS (Input/Output Operations
Per Second) and low latency are required.

Azure Queue and Table Storage

» Azure Queue Storage: Used to store and retrieve large numbers of messages. This helps in
decoupling different parts of an application so they can scale independently. If one part of the
app is busy, the messages wait in the queue.

« Azure Table Storage: A NoSQL datastore for semi-structured data. It is ideal for applications
that require a flexible schema and do not need complex joins or foreign keys.

Compute Storage

Azure Storage Account

Blob Storage Azure Files Queue Storage Table Storage

(Unstructured Objects) (Managed File Shares) (Async Messaging) (NoSQL Key-Value)
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Summary of Selection Criteria

Choose Blob if you need to store files for web access or big data analytics.

Choose Files if you need a shared folder that multiple machines can map as a drive.
Choose Disk if you are configuring a Virtual Machine.

Choose Queue if you need to pass messages between different application tiers.

Choose Table if you need a cost-effective NoSQL store for simple data structures.

Azure Storage Access Tiers

Azure Storage provides different access tiers for Blob Storage, allowing users to store data in the

most cost-effective manner based on how frequently the data is accessed and how long it needs to

be retained. By choosing the correct tier, organizations can significantly reduce their cloud

expenditure.

Hot Access Tier: Optimized for data that is accessed frequently. It has the highest storage
costs but the lowest access (read/write) costs. This is the default tier for new storage accounts.

Cool Access Tier: Optimized for data that is infrequently accessed and stored for at least 30
days. It offers lower storage costs than the Hot tier but higher access costs. Examples include
short-term backups and telemetry data.

Cold Access Tier: Optimized for data that is rarely accessed and stored for at least 90 days. It
provides even lower storage costs than the Cool tier, with higher access costs. It is ideal for
data that needs to be kept for long periods but is almost never touched.

Archive Access Tier: Optimized for data that is rarely accessed and stored for at least 180
days with flexible latency requirements. It has the lowest storage cost but the highest retrieval
costs. Data in the Archive tier is “offline” and must be rehydrated (moved to a Hot or Cool tier)
before it can be read, which can take several hours.

Feature Hot Tier Cool Tier Cold Tier Archive Tier
Access Frequency Frequent Infrequent Rare Very Rare
Storage Cost Highest Lower Very Low Lowest
Access Cost Lowest Higher Very High Highest

Min. Duration N/A 30 days 90 days 180 days
Availability Online Online Online Offline

Lifecycle Management

Azure Lifecycle Management policies allow you to automate the transition of data between these

tiers. For example, you can create a rule that automatically moves a blob from the Hot tier to the

Cool tier if it hasn’t been modified in 30 days, and then to the Archive tier after 180 days to

minimize costs.
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Online Tiers

Offline Tier

. Hot Tier Cool Tier
.--1----Rehydration (Hours)---1{--»| ) I——Lower Storage Cost—» —Lower Storage Cost
Active Data Short-term Backups I Cold Tier

Archive Tier

Compliance/Legal Logs Long-term Backups
I~ Lowest Storage Cost

Use Cases

» Hot Tier: Use for active websites, frequently updated documents, and data currently being
processed by applications.

» Cool Tier: Use for data that needs to be available immediately if requested but isn’'t used daily,
such as recent invoices or monthly reports.

» Cold Tier: Use for data that is kept for regulatory reasons but is unlikely to be accessed, such
as old project files or historical logs.

« Archive Tier: Use for long-term medical records, raw security footage, or legal archives that
must be preserved for years but are rarely, if ever, retrieved.

Describe Redundancy Options

Redundancy is a fundamental pillar of cloud architecture, ensuring that applications remain
available and data remains durable even when hardware fails or disasters occur. Azure provides
multiple layers of redundancy, ranging from protection within a single data center to protection
across entire geographic regions.

Infrastructure Redundancy Levels

Azure infrastructure is designed to handle different scopes of failure through specific redundancy
configurations:

« Availability Sets: Protects virtual machines (VMs) against localized hardware failures within a
single data center. It groups VMs into Fault Domains (sharing common power and network)
and Update Domains (ensuring not all VMs are rebooted simultaneously during maintenance).

» Auvailability Zones: Protects against the failure of an entire data center. Each zone is a unique
physical location within an Azure region, equipped with independent power, cooling, and
networking.

» Region Pairs: Protects against large-scale regional disasters (like hurricanes or earthquakes).
Each Azure region is paired with another region within the same geography, typically at least
300 miles away.
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Geography
Primary Region
AZ_1[Availability Zone 1]

Data Center A

AZ_2[Availability Zone 2]

Data Center B

Async Replication

Secondaf’y Region
AZ_3[Availability Zone 3]

Data Center C

Storage Redundancy Options

Azure Storage offers four primary redundancy configurations to balance cost, availability, and
durability.
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Redundancy Option
Locally Redundant Storage
(LRS)

Zone-Redundant Storage
(ZRS)

Geo-Redundant Storage
(GRS)

Geo-Zone-Redundant
Storage (GZRS)

Scope of
Protection

Single Data
Center

Entire Region

Regional
Disaster

Regional + Zonal

Replication Type

3 copies in one facility

3 copies across 3 zones
LRS in primary + LRS in
secondary

ZRS in primary + LRS in
secondary

Use Case
Lowest cost; non-critical
data.

High availability within a
region.

Protection against
regional outage.

Maximum durability and
availability.

» Locally Redundant Storage (LRS): Replicates your data three times within a single physical
location in the primary region. While it protects against disk or rack failure, it does not protect
against a fire or flood that affects the entire data center.

» Zone-Redundant Storage (ZRS): Replicates your data synchronously across three Azure
Availability Zones in the primary region. This ensures your data is accessible even if one data
center goes offline.

» Geo-Redundant Storage (GRS): Provides “six nines” of durability by replicating data to a
secondary region. Data is first replicated three times in the primary region (LRS), then
asynchronously sent to a secondary paired region.

+ Read-Access Geo-Redundant Storage (RA-GRS): A variation of GRS that allows you to read
data from the secondary region even if the primary region is still healthy, providing better read
throughput and failover testing capabilities.

Choosing a Redundancy Strategy

When selecting a redundancy option, consider the Recovery Point Objective (RPO) (how much
data you can afford to lose) and the Recovery Time Objective (RTO) (how quickly you must
recover).

« Use LRS for development/test environments or data that can be easily reconstructed.

o Use ZRS for production workloads requiring high availability within a single region.

» Use GZRS for mission-critical applications where data loss must be minimized even during a
total regional catastrophe.

Describe Azure Storage Account Options and Storage Types

Azure Storage is a managed service that provides highly available, secure, durable, and scalable
storage in the cloud. To begin using these services, you must create an Azure Storage Account,
which serves as a unique namespace for your data and provides a container that groups together
various data services.
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Storage Account Options

Azure offers different types of storage accounts, each supporting different features and pricing
models. Choosing the right account type depends on your performance requirements and the
specific storage services you need.

» Standard General-purpose v2: The most common account type. It supports all storage
services (Blobs, Files, Queues, Tables, and Disks) and offers a balance of performance and
cost.

« Premium Block Blobs: Optimized for high transaction rates and low storage latency. Ideal for
scenarios with small objects that are accessed frequently.

« Premium File Shares: Recommended for enterprise or high-performance file share
applications. It supports SMB and NFS file shares.

» Premium Page Blobs: Designed specifically for page blob operations, primarily used for virtual
machine (VM) disks.

Azure Storage Services

Azure Storage provides four primary data services, plus Azure Managed Disks for virtual
machines.

Service Data Type Primary Use Case

Azure Blobs Unstructured  Storing images, documents, videos, and big data for analytics.

Azure Files File Shares Cloud-based file shares accessible via SMB or NFS protocols.
Azure ) Storing large numbers of messages for asynchronous workflow
Messaging )
Queues processing.
Azure Tables NoSQL Storing structured, non-relational data with a key-attribute design.
. Block . . . .
Azure Disks st Providing persistent volumes for Azure Virtual Machines.
orage

Azure Storage Account

(Unigue Namespace)

FN T

Azure Blobs Azure Files Azure Queues Azure Tables
(Unstructured Data) (Managed File Shares) (Message Queuing) (NoSQL Key-Value)
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Blob Storage Access Tiers

For Azure Blob Storage, you can optimize costs based on how frequently data is accessed using

Access Tiers:

Hot Tier: Optimized for frequent access. It has the highest storage costs but the lowest access
costs.

Cool Tier: Optimized for data that is stored for at least 30 days and accessed infrequently.
Cold Tier: Optimized for data stored for at least 90 days and accessed very infrequently.

Archive Tier: Optimized for data that is rarely accessed and stored for at least 180 days (e.g.,
long-term backups). Data in this tier is offline and must be “rehydrated” before it can be read.

Practical Use Cases

Azure Blobs: Use Block Blobs to store log files for a web application or Append Blobs for
continuous logging.

Azure Files: Use this to replace on-premises file servers, allowing multiple VMs to mount the
same network drive.

Azure Queues: Use this to decouple application components. For example, a web front-end
places an order in a queue, and a back-end process picks it up for fulfillment.

Azure Tables: Use this for rapid development of applications that require a flexible schema,
such as storing user profile metadata.

Data Transfer and Synchronization Options

Azure provides several specialized tools for moving data into and out of the cloud. Choosing the

right tool depends on the volume of data, the technical expertise of the user, and whether the

requirement is a one-time migration or ongoing synchronization.

AzCopy

AzCopy is a high-performance, command-line utility designed specifically for copying data to and

from Azure Storage. It is optimized for speed and reliability, making it the preferred choice for large-

scale data migrations.

Functionality: It supports copying data between a local file system and Azure Blob storage,
Azure Files, and Azure Table storage. It can also copy data between different storage accounts.

Key Features: It supports asynchronous copying, allows for scriptable automation, and can
resume interrupted transfers based on journal files.

Security: Uses Shared Access Signatures (SAS) or Microsoft Entra ID (formerly Azure AD)
for authentication.

Use Case: A DevOps engineer needs to automate the nightly upload of 500GB of log files from

an on-premises server to an Azure Blob container.
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Azure Storage Explorer

Azure Storage Explorer is a standalone graphical user interface (GUI) application that allows

users to visually manage their Azure cloud storage resources. It is available for Windows, macOS,

and Linux.

« Functionality: It provides a “File Explorer” style experience for managing Blobs, Files, Queues,

and Tables. Users can upload, download, and search for files without using the Azure Portal or

command line.

» Key Features: Supports connecting to multiple subscriptions, managing access permissions

(ACLs), and even connecting to local storage emulators (like Azurite).

« Use Case: An administrator needs to quickly browse a storage container to manually delete a

few specific configuration files or check the metadata of a specific blob.

Azure File Sync

Azure File Sync is a service that allows you to centralize your organization’s file shares in Azure

Files, while keeping the flexibility, performance, and compatibility of an on-premises file server.

« Functionality: It transforms a Windows Server into a quick cache of your Azure file share. It

uses the Storage Sync Service to coordinate synchronization between the local server and the

cloud.

» Cloud Tiering: A key feature that keeps frequently accessed files locally on the server while

moving infrequently accessed files to the cloud, saving local disk space.

» Use Case: A company with multiple branch offices wants to sync their local file servers to a

central Azure File share so that all offices have access to the same data, while maintaining local

performance for “hot” files.

Comparison of Data Movement Tools

Tool Interface Primary Use Case
Command-line Large-scale, automated

AzCopy . .
(CLI) migrations

Storage Manual management and

g Graphical (GUI) i e
Explorer browsing
. Background ) . .

Azure File Sync . Hybrid cloud file sharing

Service
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Data Movement Architecture

On-Premises / Local Azure Cloud

AzCopy (CLI) Azure Blob

Storage

Local Data
(Files/Logs)

b
V|

———Storage Explorer (GUI)—]

Windows Server ) Azure Files
i «-1----Azure File Sync (HTTPS) ---1--p|
(File Sync Agent) (Cloud Share)

Describe Migration Options: Azure Migrate and Azure Data Box

Migrating to the cloud is a multi-step process that involves discovering existing infrastructure,
assessing readiness, and executing the move. Microsoft provides two primary solutions to facilitate
this: Azure Migrate for orchestrated, network-based migrations and Azure Data Box for physical,
offline data transfers.

Azure Migrate

Azure Migrate serves as a centralized hub to track the discovery, assessment, and migration of
your on-premises infrastructure, applications, and data to Azure. It provides a unified dashboard
that integrates both Microsoft and third-party independent software vendor (ISV) tools.

Key capabilities of Azure Migrate include:

» Discovery and Assessment: It identifies on-premises servers (VMware, Hyper-V, and
physical), databases, and web apps. It assesses their readiness for Azure, provides right-sizing
recommendations, and estimates the monthly cost of running them in the cloud.

« Server Migration: Moves virtual machines and physical servers to Azure Virtual Machines.

» Database Migration: Uses the Azure Database Migration Service to move on-premises
databases (like SQL Server, Oracle, or MySQL) to Azure SQL Database or Azure SQL
Managed Instance.

« Web App Migration: Specifically assesses and migrates .NET and Java web applications to
Azure App Service.

Azure Data Box

Azure Data Box is a family of products designed to move massive amounts of data to Azure when
network bandwidth is limited or unavailable. This is an “offline” migration method where Microsoft
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sends you a physical, ruggedized storage device. You load your data onto it and ship it back to a
Microsoft data center, where the data is uploaded to your Azure Storage account.

Feature Data Box Disk Data Box Data Box Heavy

100 TB (80 TB

Capacity 8 TB (up to 35 TB per order) 1 PB (770 TB usable)
usable)
Ruggedized .

Form Factor Small SSD (USB/SATA) ) Large, wheeled cabinet
appliance

Best Use Small-to-medium data Massive data center
Large data transfers ] ]

Case transfers migrations

Choosing a Migration Path

The choice between Azure Migrate and Azure Data Box depends primarily on the volume of data
and the available network bandwidth.
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Start Migration Planning

Is network bandwidth
sufficient for data volume?

No (Offline) Yes (Online)

Azure Data#ox Process Azure Migl@te Process

Use Azure Data Box Use Azure Migrate

(Physical device transfer) (Network-based transfer)

l l

Order Device from Portal Discovery & Assessment

l l

Copy Data Locally Replication over Internet/ExpressRoute

, l

Ship back to Microsoft Final Cutover

A 4
Data uploaded to Azure Storage

» Use Azure Migrate when you need to migrate active workloads (VMs) with minimal downtime
and have a reliable internet or Azure ExpressRoute connection.

« Use Azure Data Box for “one-time” bulk transfers of archival data, media libraries, or when
moving to a region with poor connectivity. It is often used as the initial “seed” for a migration,
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followed by Azure Migrate to sync the remaining incremental changes.

Directory Services in Azure

Directory services in Azure provide the foundation for identity and access management (IAM). They
ensure that the right people have access to the right resources, whether those resources are in the
cloud or on-premises. Microsoft offers two primary directory services: Microsoft Entra ID and
Microsoft Entra Domain Services.

Microsoft Entra ID

Microsoft Entra ID (formerly Azure Active Directory) is a cloud-based identity and access
management service. It is the backbone of security for Azure, Microsoft 365, and thousands of
other Saa$S applications. Unlike traditional Active Directory, it is a “flat” structure designed for web-
based protocols.

« Single Sign-On (SS0O): Allows users to sign in once and access multiple applications without
re-entering credentials.

« Multi-Factor Authentication (MFA): Enhances security by requiring two or more forms of
verification.

» Conditional Access: A policy-based tool that allows or denies access based on signals like
user location, device health, or risk level.

« Application Management: Used to manage access to cloud apps (like Salesforce or Office
365) and on-premises apps via the Application Proxy.

« Business-to-Business (B2B): Allows organizations to share applications and services with
guest users from other organizations.

Microsoft Entra Domain Services

Microsoft Entra Domain Services (formerly Azure AD DS) provides managed domain services
such as domain join, group policy, lightweight directory access protocol (LDAP), and
Kerberos/NTLM authentication. It is fully compatible with Windows Server Active Directory but is
managed by Microsoft.

« Legacy Support: Ideal for “lift-and-shift” scenarios where older applications require traditional
AD features (like Kerberos) to run in the cloud.

» Managed Service: Microsoft handles deployment, management, and patching of the domain
controllers.

» High Availability: Deployed as a redundant pair of domain controllers within an Azure virtual
network.

« Synchronization: It performs a one-way synchronization from Microsoft Entra ID to provide
access to the same set of users and groups.
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Comparing Directory Services

Feature Microsoft Entra ID Microsoft Entra Domain Services
Primary Use Case Cloud-native apps, SSO, and MFA Legacy apps, Lift-and-shift, GPOs
Protocols HTTP/HTTPS (SAML, OIDC, OAuth) LDAP, Kerberos, NTLM

Structure Flat (Users, Groups, Apps) Hierarchical (OUs, GPOs)

Device Management  Intune or Entra Registration Domain Join (Traditional)
Management Managed via Entra Admin Center Managed Domain Controllers (PaaS)

Identity Architecture Flow

The following diagram illustrates how identities flow from on-premises environments through the
cloud directory services.

Azure Cloud

On-Premises Environment

Microsoft Entra i i Azure Virtual
One-way Sync—p| . X ---Domain Join---- i
- Domain Services Machines

Windows Server i Microsoft Entra ID
. K Sync via Entra Connect » :
Active Directory (Cloud Identity)

| sso/oAuth

A

SaaS Apps
(M365, etc.)

Use Cases

» Microsoft Entra ID: Use this when you want to implement modern security like Conditional
Access for a remote workforce using Microsoft 365 or third-party cloud applications.

» Microsoft Entra Domain Services: Use this when you have a legacy line-of-business
application running on an Azure VM that requires a traditional domain join or Group Policy
Objects (GPOs) to function correctly.

Authentication Methods in Azure

Authentication is the process of verifying the identity of a user, device, or service. In Azure,
Microsoft Entra ID (formerly Azure Active Directory) serves as the central identity provider,
offering several methods to balance security with user convenience.

Single Sign-On (SSO)

Single Sign-On (SSO) allows a user to sign in once with a single set of credentials (username and
password) to access multiple independent software systems and applications. Once authenticated,
the identity provider issues a token to the user’s browser, which is then used to gain access to
other integrated applications without re-entering credentials.
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« Benefits: Improves user productivity by reducing “password fatigue” and simplifies
administration by providing a single point of identity management.

« Use Case: An employee logs into their Windows laptop and automatically gains access to
Microsoft 365, Salesforce, and internal HR portals without being prompted for a password
again.

Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) adds a layer of security by requiring two or more “factors” to
verify a user’s identity. This ensures that even if a password is stolen, an attacker cannot access
the account without the second factor.

Authentication factors are generally categorized into three types:

» Something you know: A password or a PIN.
« Something you have: A mobile phone, a hardware token, or a security key.

« Something you are: Biometrics like a fingerprint or facial recognition.

Factor 2:

App Notification/SMS/Biometric
Factor 1:

User Login > = d MFA Triggered? Access Granted
asswort

Passwordless Authentication

Passwordless authentication replaces the traditional password with more secure methods.
Passwords are often the weakest link in security because they can be guessed, phished, or reused
across multiple sites. Passwordless methods are more convenient for users and significantly
harder for attackers to compromise.

Azure supports three primary passwordless methods:
« Windows Hello for Business: Uses biometric (face or fingerprint) or a PIN tied specifically to a
trusted device.

« Microsoft Authenticator App: Uses a mobile device to approve logins via push notifications,
biometrics, or a one-time passcode.

» FIDO2 Security Keys: Physical USB, NFC, or Bluetooth devices that provide standards-based
hardware authentication.
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Comparison of Authentication Methods

Method Primary Goal Security Level User Experience

SSO Convenience & Centralization Medium High (Fewer logins)

MFA Defense in Depth High Medium (Extra step required)
Passwordless Eliminate Password Risks Very High High (Fast & Secure)

Summary of Key Concepts

« Authentication verifies who you are; Authorization determines what you can do.
» Microsoft Entra ID is the backbone for all Azure authentication services.

» Conditional Access is often used alongside these methods to require MFA only when certain
conditions are met (e.g., logging in from a new location or an unmanaged device).

External Identities in Microsoft Entra ID

Microsoft Entra External ID is a set of capabilities that allows organizations to provide secure
access to users outside of their primary organization. This includes partners, distributors, suppliers,
and individual customers. Instead of creating new internal accounts for these users, External ID
allows them to “bring their own identity” to access your applications and resources.

B2B Collaboration

B2B (Business-to-Business) Collaboration is designed for working with external partners. It
allows you to invite guest users into your Microsoft Entra tenant so they can access shared files,
applications, or cloud resources.

» Guest User Accounts: External users are represented in your directory as Guest users. They
use their own existing credentials (such as a work email, Outlook, or Gmail) to sign in.

« Resource Sharing: You can grant guest users access to specific resources like SharePoint
sites, Teams channels, or Azure subscriptions without managing their passwords.

« Lifecycle Management: If a partner leaves their own organization, their access to your
resources is automatically revoked because their primary identity is managed by their home
organization.

» Use Case: A consulting firm needs access to your company’s Azure DevOps project to help
develop a new application.

B2C (Business-to-Consumer)

B2C (Business-to-Consumer) is a customer identity access management (CIAM) solution. It is
used for building public-facing applications where you want customers to sign up and sign in using
their preferred social, enterprise, or local account identities.

» Separate Directory: B2C typically uses a separate directory from your corporate Microsoft
Entra ID to keep customer data isolated from employee data.
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« Social Identity Providers: Supports authentication via providers like Google, Facebook,
Amazon, and LinkedIn, as well as local email-based accounts.

« White-labeling: Organizations can fully customize the look and feel of the sign-in and sign-up
pages to match their brand.

» Scalability: Designed to handle millions of users and billions of authentications per day.

« Use Case: A retail company creates a mobile app where customers sign in with their Facebook
account to track orders and earn loyalty points.

Comparison of External Identity Types

Feature B2B Collaboration B2C (Business-to-Consumer)
Target . i

. Partners, vendors, and consultants. Individual customers of a service or app.
Audience
Identity Managed by the user’s home organization Social providers (Facebook, Google) or
Provider (Entra ID, Google, etc.). local email accounts.

Users are added as guests in your corporate  Users reside in a separate, dedicated

Director
y directory. B2C directory.

Authentication for public-facing

Primary Goal Collaboration on internal resources. L
applications.

External Identity Access Flow

The following diagram illustrates how different external identities interact with your Azure
environment:

External Identities Microsoft Entra ID

Partner User Accesses via Corporate Tenant
(B2B Guest) Guest Invitation (Internal Apps & Data)

Customer User Signs up for B2C Tenant
(B2C Account) Mobile/Web App (Customer App Data)
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Key Benefits of External Identities

» Reduced Administrative Overhead: You do not need to manage passwords or perform
password resets for external users.

« Enhanced Security: You can apply Conditional Access policies (such as requiring Multi-
Factor Authentication) to external users just as you do for internal employees.

» Seamless User Experience: Users do not need to remember a new set of credentials; they
use the accounts they already own and trust.

Microsoft Entra Conditional Access

Microsoft Entra Conditional Access is the tool used by Microsoft Entra ID to bring signals
together, make informed decisions, and enforce organizational security policies. It is often
described as the “intelligent policy engine” of Azure’s identity platform and serves as a foundational
component of a Zero Trust security strategy.

At its core, Conditional Access uses “if-then” logic to determine whether a user should be granted
access to a resource. If a user wants to access an application, then they must satisfy specific
requirements defined in the policy.

Signals (The 'If") Policy Engine

User/Group Membership

Decisions (The 'Then’)

————p» Block Access

IP Location

Grant Access

Conditional (Require MFA)
Access Policy

/ \ Grant Access
—

(Require Compliant Device)

Device State

Application

Risk Level

Common Signals (The “If”) Conditional Access policies analyze various signals during the
authentication process:

» User or Group Membership: Policies can be targeted to specific users (like high-privilege
administrators) or groups (like the Finance department).

« IP Location Information: Organizations can create trusted IP ranges or use geographic data to
block access from specific countries.
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» Device State: Policies can require that a device be marked as “compliant” by Microsoft Intune
or be “Hybrid Microsoft Entra joined” before access is granted.

« Application: Policies can be applied to specific cloud apps, such as requiring stricter security
for Salesforce than for a general company portal.

« Sign-in Risk: Integration with Microsoft Entra ID Protection allows policies to detect suspicious
sign-in patterns (e.g., “impossible travel”) and trigger a block or an MFA challenge.

Decisions and Enforcement (The “Then”) Once the signals are processed, the policy engine
enforces one of the following decisions:

« Block Access: The most restrictive decision, preventing the user from reaching the resource
regardless of other factors.

» Grant Access: The user is allowed in, but the policy may require one or more “controls” to be
met, such as:
o Requiring Multi-Factor Authentication (MFA).
o Requiring the device to be marked as compliant.
o Requiring a password change (if a high risk is detected).

Comparison: Security Defaults vs. Conditional Access While both features improve security,
they serve different organizational needs:

Feature Security Defaults Conditional Access

Targeting Applies to all users (no exceptions) Granular targeting of specific users/groups
Customization Pre-configured by Microsoft Fully customizable “if-then” logic

Licensing Available in all tiers (including Free) Requires Microsoft Entra ID P1 or P2
Primary Use Basic protection for small tenants Complex security requirements for enterprises

Practical Use Cases

« Admin Protection: Requiring MFA for every user assigned a Global Administrator role.

» Location-Based Security: Blocking all traffic from regions where the company does not have a
business presence.

« Managed Devices: Ensuring that sensitive HR data can only be accessed from company-
managed laptops, not personal mobile phones.

Describe Azure Role-Based Access Control (RBAC)

Azure Role-Based Access Control (RBAC) is the primary authorization system used to manage
access to Azure resources. It allows administrators to implement the Principle of Least Privilege,
ensuring that users, groups, and applications have only the specific permissions necessary to
perform their jobs.
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RBAC is built on the Azure Resource Manager (ARM) model and is used to control “who can do
what” at various levels of the Azure infrastructure.

The RBAC Model

A role assignment consists of three elements: the Security Principal (the “who”), the Role
Definition (the “what”), and the Scope (the “where”).

Role Assignment

Security Principal
(User, Group, ldentity)

Role Definition
(Permissions)

Scope

(Resource Level)

« Security Principal: An object that represents a user, group, service principal, or managed
identity requesting access to Azure resources.

» Role Definition: A collection of permissions. It lists the operations that can be performed, such
as read, write,and delete . Azure provides many built-in roles, but you can also create
custom roles.

» Scope: The boundary for the access. Scopes are organized in a hierarchy, and permissions are
inherited from higher levels to lower levels.

Common Built-in Roles

While there are hundreds of specialized roles, four fundamental built-in roles are used most
frequently:
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Role Description Key Capability

Full access to all resources, including the )
Owner - Can assign roles to other users.
ability to delegate access to others.

. Can create and manage all types of Azure
Contributor Cannot grant access to others.
resources.

Can view existing Azure resources but
Reader Read-only access.
cannot make changes.

User Access Can assign roles but cannot
. Manages user access to Azure resources.
Administrator manage the resources themselves.

Scope and Inheritance

Azure RBAC follows a hierarchical structure. When you assign a role at a parent scope, those
permissions are automatically inherited by all child scopes.

 Management Group: The highest level of organization for multiple subscriptions.

Subscription: The billing and management boundary.
« Resource Group: A logical container for related resources.

» Resource: An individual instance of a service (e.g., a Virtual Machine or SQL Database).

Management Group

Subscription

Resource Group

Resource

Practical Use Cases

« Developer Access: Assign the Contributor role at the Resource Group level so a developer
can manage all resources within a specific project without affecting the rest of the subscription.
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« Auditing: Assign the Reader role at the Subscription level for an external auditor so they can
view all configurations without the risk of modifying data.

« Automation: Use a Service Principal with a specific custom role to allow a CI/CD pipeline to
deploy code to a Web App without providing full administrative credentials.

The Concept of Zero Trust

The Zero Trust model is a modern security strategy built on the philosophy of “never trust, always
verify.” In traditional security models, organizations often relied on a “castle-and-moat” approach,
where everything inside the corporate network was trusted by default. Zero Trust replaces this
outdated assumption by requiring every access request to be fully authenticated, authorized, and
encrypted before granting access, regardless of where the request originates.

Guiding Principles of Zero Trust

The Zero Trust framework is governed by three core principles that guide how security policies are
implemented:

« Verify explicitly: Always authenticate and authorize based on all available data points,
including user identity, location, device health, service or workload, data classification, and
anomalies.

» Use least privileged access: Limit user access with Just-In-Time (JIT) and Just-Enough-
Access (JEA), risk-based adaptive policies, and data protection to help secure both data and
productivity.

» Assume breach: Minimize the “blast radius” (the extent of damage from a security incident)
and segment access. Verify end-to-end encryption and use analytics to get visibility, drive threat
detection, and improve defenses.

The Six Pillars of Zero Trust

To create a comprehensive Zero Trust environment, security must be applied across six functional
areas, often referred to as pillars:
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Pillar Description Key Azure ToollFeature

— Whether they represent people, services, or 10T devices, Microsoft Entra ID
entities
identities must be verified with strong authentication. (formerly Azure AD)

] Devices used to access data must be monitored for health ]
Endpoints . Microsoft Intune
and compliance.

o Apps and APIs should have permissions verified at runtime Microsoft Defender for
Applications .
and be monitored for shadow IT. Cloud Apps

Data should be classified, labeled, and encrypted both at rest . )
Data ) ) Microsoft Purview
and in transit.

Hardware, VMs, and containers must be hardened and Microsoft Defender for
Infrastructure . .
monitored for unauthorized movement. Cloud

Networks should be segmented, and end-to-end encryption )
Networks _ o Azure Firewall, NSGs
should be applied to all communications.

Zero Trust Architecture Flow

In a Zero Trust architecture, a central Policy Engine evaluates every request against

organizational policies before allowing access to resources.

Policy Enforcement
Resources

Request Sources -

User Identity __Authorized Access—

i Policy Engine )
Device Health _ . Authorized Access—
(Verify Explicitly)

Location/Risk \Authorized Access Infrastructure

Practical Use Cases

+ Remote Work: When an employee accesses Azure resources from a home Wi-Fi network,
Zero Trust ensures they use Multi-Factor Authentication (MFA) and a compliant device,
rather than trusting them just because they have the correct password.

» Micro-segmentation: By assuming breach, an organization uses Network Security Groups
(NSGs) to prevent a compromised web server from communicating with a database server
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unless explicitly permitted, stopping the lateral movement of attackers.

» Conditional Access: Policies can be set to block access if a login attempt originates from an
unexpected geographic location or a device with known malware.

The Defense-in-Depth Model

The defense-in-depth model is a strategic approach to cybersecurity that employs a series of
layered defensive mechanisms to protect information and assets. Instead of relying on a single
security boundary, this model assumes that any single layer can be breached. By implementing
multiple layers, an organization ensures that if one protection fails, subsequent layers are in place
to stop or slow down an attacker.

The primary purpose of defense-in-depth is to provide a holistic security posture that protects data
at the core by requiring attackers to bypass several independent security controls.
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Physical Security
(Data Center Access)

i

Identity & Access
(MFA, RBAC)

i

Perimeter
(DDoS, Firewalls)

l

Network
(NSGs, Subnets)

l

Compute

(Patching, Antimalware)

l

Application
(Secure Coding, WAF)

l

Data

(Encryption, Classification)

The model is typically visualized as a series of concentric rings, with the most critical asset—the
Data—at the center.

» Physical Security: This is the first line of defense. In the context of Azure, Microsoft manages
this layer by securing the physical data centers using biometric access, security guards, and
surveillance.
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« Identity & Access: This layer controls who can access resources and what they can do. Key
controls include Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC),
and Conditional Access policies via Microsoft Entra ID.

« Perimeter: This layer protects against large-scale network-based attacks. It includes Azure
DDoS Protection to mitigate distributed denial-of-service attacks and Azure Firewall to filter
traffic at the edge of the network.

» Network: Once inside the perimeter, the network layer limits communication between
resources. This is achieved through Virtual Network (VNet) isolation, Network Security
Groups (NSGs) to filter traffic between subnets, and private endpoints.

« Compute: This layer focuses on securing the actual virtual machines or containers. Strategies
include regular OS patching, disabling unused ports, and implementing Microsoft Defender for
Cloud for endpoint protection.

« Application: Security is integrated into the application lifecycle. This includes using Web
Application Firewalls (WAF) to protect against common web vulnerabilities like SQL injection
and ensuring secure coding practices.

- Data: The final and most important layer. Security at this level involves Encryption at Rest

(using tools like Azure Key Vault for key management) and Encryption in Transit (using
TLS/SSL).

Layer Focus Azure Example

Identity Who is accessing the resource? Microsoft Entra ID, MFA
Perimeter Protecting the network edge Azure Firewall, DDoS Protection
Network Traffic between resources Network Security Groups (NSGs)
Compute Securing the OS and runtime Patch management, Antimalware
Data Protecting the actual bits Azure Disk Encryption, SQL TDE

By implementing this multi-layered approach, organizations can achieve confidentiality, integrity,
and availability (the CIA triad), ensuring that even if a vulnerability is exploited at the network
level, the data remains encrypted and inaccessible to the attacker.

Microsoft Defender for Cloud

Microsoft Defender for Cloud is a unified, cloud-native security management system designed to
strengthen the security posture of your resources and provide advanced threat protection. It is
unique because it protects not only Azure resources but also hybrid and multi-cloud environments,
including on-premises servers, Amazon Web Services (AWS), and Google Cloud Platform (GCP).

Microsoft Defender for Cloud serves two primary roles:
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» Cloud Security Posture Management (CSPM): This focuses on “hardening” your resources. It

continuously monitors your environment, compares it against security best practices, and

provides a Secure Score to help you understand your current security health.

« Cloud Workload Protection Platform (CWPP): This focuses on “detecting” and “responding”

to active threats. It provides specialized security alerts for specific workloads like Virtual

Machines, SQL databases, containers, and storage accounts.

Feature

Secure Score

Security
Recommendations

Security Alerts

Regulatory
Compliance

Description

A numerical value (percentage)

representing your security health.

Actionable steps to mitigate

vulnerabilities (e.g., “Enable MFA”).

Real-time notifications of suspicious

activity or active attacks.

Dashboards that track your environment
against standards like ISO 27001 or

NIST.

Key Capabilities and Components

Use Case

Use this to track progress and
prioritize security improvements.

Use these to proactively harden
resources before an attack occurs.

Use these to investigate and
respond to security incidents.

Use this to simplify the audit
process and ensure legal
compliance.

Microsoft Defender for Cloud operates through a continuous cycle of assessment, hardening, and

defense.

» Continuous Assessment: It automatically discovers new resources and assesses them for

security misconfigurations.

« Secure Score: This is a central pillar of Defender for Cloud. By completing Security

Recommendations, your score increases. A higher score indicates a lower level of identified

risk.

« Just-In-Time (JIT) VM Access: This feature reduces the attack surface by blocking inbound

traffic to VM ports (like RDP or SSH) by default. Access is only granted for a specific window of

time when a user requests it.

» Multi-Cloud Integration: By using connectors, Defender for Cloud can monitor the security

posture of AWS accounts and GCP projects, providing a “single pane of glass” for security

across all your cloud providers.
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Azure, AWS, GCP,
& On-premises

+ Microsoft Defender for Cloud +

Cloud Security Posture Cloud Workload
Management (CSPM) Protection Platform (CWPP)

~ ~

[ } v

Secure Score Security Recommendations Security Alerts

Practical Examples

» Scenario 1 (Hardening): A security administrator logs into the portal and sees a Secure Score
of 45%. They review the Security Recommendations and see that several Virtual Machines
do not have disk encryption enabled. They follow the remediation steps provided by Defender
for Cloud to encrypt the disks, which increases the Secure Score.

» Scenario 2 (Threat Detection): An attacker attempts a “brute force” login on an Azure Virtual
Machine. Microsoft Defender for Cloud detects the repeated failed login attempts from a
suspicious IP address and triggers a Security Alert, notifying the security team to block the IP
or investigate the account.

Skill: Describe Azure management and governance

Factors Affecting Costs in Azure

Azure operates primarily on a consumption-based model, meaning you pay only for the
resources you use. However, the specific amount you are billed depends on several interacting
factors. Understanding these factors is essential for effective cloud cost management and
optimization.
Key Factors Influencing Cost
» Resource Type: Costs are specific to the type of resource being deployed. For example, an
Azure Virtual Machine is billed based on CPU, RAM, and operating system licensing, whereas

Azure Blob Storage is billed based on the volume of data stored, the access tier (Hot, Cool, or
Archive), and the number of read/write operations.

» Service Tier: Most Azure services offer multiple tiers (e.g., Basic, Standard, Premium, or
Isolated). Higher tiers provide better performance, higher availability, and more features but at a
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significantly higher price point.
» Location (Region): Azure infrastructure costs vary globally due to differences in local taxes,

electricity costs, and labor. Deploying a resource in a region like East US may be cheaper than
deploying the same resource in Brazil South .

- Bandwidth (Data Transfer): Data moving into Azure data centers (Ingress) is generally free.
However, data moving out of Azure data centers (Egress) is billed based on the volume of data
transferred. Data transfer between different Availability Zones or Regions also incurs costs.

» Subscription Type: The type of subscription you use (e.g., Free Trial, Pay-As-You-Go, or
Enterprise Agreement) can affect the rates and credits available to you.

Cost-Saving Pricing Models

Azure provides several ways to reduce costs by changing how you commit to or utilize resources:

Pricing Model Best Use Case Cost Impact

Unpredictable workloads or short-term

Pay-As-You-Go ) Standard pricing; no upfront cost.
projects.

Reserved Predictable, “always-on” workloads (1 or 3- Up to 72% discount compared to Pay-

Instances year commitment). As-You-Go.

Azure Savings Dynamic workloads across different compute  Significant savings for a consistent

Plans services. hourly spend.

Non-critical, interruptible tasks (e.g., batch Deep discounts (up to 90%) using
Spot Instances ) )

processing). unused Azure capacity.
Azure Hybrid Organizations with existing Windows Server Allows using existing licenses to
Benefit or SQL Server licenses. reduce cloud costs.

Data Transfer and Network Costs

The following diagram illustrates how data movement across different boundaries affects billing:
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Practical Examples

» Compute Costs: If you run a D2s_v3 Virtual Machine 24/7, you are billed for every hour it is in
the “Running” state. If you Deallocate the VM, you stop paying for the compute (CPU/RAM),
though you still pay for the attached storage disks.

« Storage Costs: Storing 1 TB of data in the Archive Tier is much cheaper than the Hot Tier,
but the Archive Tier charges more for data retrieval and has a higher latency.

» Marketplace Costs: If you deploy a third-party firewall or software from the Azure

Marketplace, you will likely see two charges: one for the Azure infrastructure (VM) and one for
the third-party software license.

Explore the Azure Pricing Calculator

The Azure Pricing Calculator is a free, web-based tool used to estimate the costs of Azure
services before they are deployed. It allows architects and administrators to model various
scenarios, compare different service configurations, and project monthly or annual expenditures
based on expected usage.

« Purpose: To provide a “best-guess” estimate of costs for a specific set of Azure resources. It is
primarily used during the planning and design phases of a project.

» Product Selection: Users can search for and add almost any Azure service (e.g., Azure
Virtual Machines, Azure SQL Database, Azure Functions) to a single estimate.

» Configuration Options: Each service added to the calculator can be customized. Key
variables that affect the price include:

o Region: Costs vary significantly depending on the geographical location of the data center.

o Tier: Choosing between Basic, Standard, or Premium tiers for performance and features.
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o Billing Options: Selecting between Pay-as-you-go, Reserved Instances (1-year or 3-year
commitments), or Azure Savings Plans.

o Azure Hybrid Benefit: A checkbox option that allows you to use existing on-premises
Windows Server or SQL Server licenses to reduce cloud costs.

Feature Description Use Case

Estimate Generate a unique URL to share the estimate Collaborative budgeting and approval
Sharing with stakeholders. workflows.

Export to Download the detailed breakdown of costs into  Integrating Azure costs into a larger
Excel a spreadsheet. corporate budget.

Saved Log in with an Azure account to save multiple Comparing “Option A” vs “Option B”
Estimates versions of a configuration. architectures.

Support Add the cost of Azure Support plans Calculating the total cost of ownership
Options (Developer, Standard, Professional Direct). (TCO) including support.

Estimation Workflow

The process of using the calculator typically follows a linear path from service selection to final
reporting.

Search & Add Configure Apply Savings Review Total Export or

Services Parameters Programs Estimate Share

Key Considerations for Accuracy
While the Pricing Calculator is highly detailed, it is important to remember:
» Estimates vs. Actuals: The calculator provides an estimate. Actual billing is based on real-time
usage tracked by the Azure platform.

- Data Transfer: Outbound data transfer (egress) often incurs costs that are easy to overlook.
The calculator includes a section for Bandwidth to account for these movements.

» Currency: You can change the display currency to match your local billing requirements, which
helps in avoiding manual conversion errors.

» Storage Transactions: For services like Azure Blob Storage, the cost isn’t just the capacity
(GBs) but also the number of read/write operations, which can be modeled in the tool.

Describe Cost Management Capabilities in Azure

Managing costs in the cloud requires a shift from traditional capital expenditure (CapEx) to
operational expenditure (OpEx). Azure provides a suite of tools and strategies to help organizations
plan, track, and optimize their cloud spending throughout the entire lifecycle of a project.
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Planning and Estimating Costs

Before deploying resources, Azure offers two primary calculators to help estimate potential

expenses:

Tool Use Case Key Feature

Estimating the cost of specific Azure  Allows per-resource configuration

Pricing Calculator

services for a new project. (region, tier, billing options).

Total Cost of Ownership  Comparing the cost of on-premises Generates reports showing potential

(TCO) Calculator infrastructure vs. Azure. savings over 3 or 5 years.

Monitoring and Controlling Spend

Once resources are deployed, Azure Cost Management + Billing provides the visibility needed to
stay within budget.

Cost Analysis: A tool within the Azure portal that allows you to explore and analyze your costs.
You can group costs by resource type, tag, or department to see where money is being spent.

Budgets: You can set spending limits based on cost or usage. When a budget threshold is
reached, it can trigger notifications or automated actions.

Alerts: Azure supports three types of cost alerts: Budget alerts (thresholds reached), Credit
alerts (for specific account types), and Department spending quota alerts.

Tags: Applying metadata to resources (e.g., Environment: Production or Department: Finance )
is critical for organizing costs in billing reports.

Cost Optimization Strategies

Azure provides several mechanisms to reduce the “pay-as-you-go” retail price of services:

Azure Reservations: You can save up to 72% by committing to a one-year or three-year plan
for specific resources like Virtual Machines or SQL Databases.

Azure Hybrid Benefit: This allows you to repurpose existing on-premises Windows Server and
SQL Server licenses with Software Assurance to run VMs on Azure at a reduced rate.

Azure Spot VMs: These allow you to use unused Azure compute capacity at a deep discount
(up to 90%). However, these VMs can be evicted if Azure needs the capacity back, making
them ideal for interruptible workloads.

Azure Advisor: This tool automatically analyzes your resource usage and provides
personalized recommendations to reduce costs, such as shutting down underutilized virtual
machines.

Cost Management Workflow

The following diagram illustrates the continuous cycle of managing cloud costs:
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Practical Use Cases

» Migration Planning: A company uses the TCO Calculator to justify moving their data center to
the cloud by showing the reduction in electricity and hardware maintenance costs.

« Development Environments: A team uses Azure Advisor to identify “idle” virtual machines
that are running over the weekend and sets up a Budget to alert them if the monthly spend
exceeds $500.

« Batch Processing: A data scientist uses Azure Spot VMs to run large-scale data simulations
at a fraction of the normal cost, knowing the jobs can be restarted if the VMs are evicted.

Azure Resource Tags

Azure tags are user-defined metadata elements applied to Azure resources, resource groups, and
subscriptions. They consist of a key-value pair (e.g., Environment: Production ) that helps you
logically organize your cloud assets outside of the standard resource hierarchy.

« Metadata Structure: Each tag has a Name (the key) and a Value. For example, a tag could
have the name Department and the value Finance .

» Granularity: Tags can be applied to almost any Azure resource, though some specific resource
types do not support them.

» Non-Inheritance: By default, tags applied to a resource group or subscription are not inherited
by the resources inside them. To apply tags from a resource group to its resources, you must
use Azure Policy or automation scripts.

Tag Key Example Value Purpose

Environment Dev, Test, Prod Distinguish between deployment stages.

CostCenter 10045 , Marketing Track spending for internal rebilling.

Owner admin@contoso.com Identify the person responsible for the resource.
Project Apollo , Migration2024 Group resources belonging to a specific initiative.
Criticality Low , High , Mission-Critical Determine business impact for maintenance windows.

Purpose and Use Cases

Tags are essential for managing complex cloud environments where hundreds or thousands of
resources exist across multiple subscriptions.
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» Resource Organization: Tags allow you to group resources that are scattered across different
resource groups. For example, you can search for all resources with the tag Project: Alpha
regardless of which region or group they reside in.

« Cost Management and Billing: This is one of the most common uses for tags. When you
download your Azure usage CSV or view Azure Cost Management, tags appear as columns.
This allows finance teams to attribute cloud costs to specific departments or projects accurately.

« Automation: You can use tags to trigger automated actions. For instance, an Azure Automation
runbook could be configured to shut down all Virtual Machines with the tag Shutdown: Daily at
6:00 PM to save costs.

» Governance and Compliance: Tags help enforce organizational standards. Using Azure
Policy, you can require that all new resources include specific tags (like Owner ) before they
can be successfully deployed.

Tagging Architecture and Hierarchy

The following diagram illustrates how tags are applied at different levels of the Azure hierarchy and
how they remain independent of one another.

Subscription

Subscription
Tag: BillingID=999

/

Resourc*Group A Resourc%Group B

RG-A RG-B
Tag: Dept=HR Tag: Dept=IT

N l

VM-01 Storage-01 SQL-01
Tag: Env=Prod Tag: Env=Prod Tag: Env=Dev

Limitations and Constraints
While tags are flexible, they have specific technical limits:

» Quantity: Each resource, resource group, or subscription can have a maximum of 50 tags.
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« Character Limits: Tag names are limited to 512 characters, and tag values are limited to 256
characters (Storage accounts have stricter limits of 128 characters for names).

« Special Characters: Tag names cannot contain characters like <, >, %, &, \, ?,o0r /.

« Case Sensitivity: Tag names are case-insensitive for operations, but the case you provide is
preserved. For example, you cannot have both Dept and dept as separate keys on the same
resource.

Microsoft Purview in Azure

Microsoft Purview is a comprehensive, unified data governance solution that helps organizations
manage and govern their on-premises, multi-cloud, and software-as-a-service (SaaS) data. As data
estates grow increasingly complex, Purview provides a centralized platform to discover, classify,
and track data, ensuring that an organization’s data remains secure, compliant, and easy to find for
authorized users.

The primary purpose of Microsoft Purview is to create a holistic, up-to-date map of your data
landscape. It automates the discovery of data across various sources and provides insights into
how data is being used and where sensitive information resides.

Key Capabilities and Components

Microsoft Purview is composed of several integrated features that work together to provide end-to-
end governance:

« Data Map: This is the foundation of Purview. It automatically captures metadata about data
assets through automated scanning and classification. It stores information about where data is
located and its technical characteristics.

» Data Catalog: A user-facing portal that allows data consumers (like data scientists or analysts)
to search for and discover trusted data assets using a business glossary. It bridges the gap
between technical data and business terminology.

- Data Lineage: Purview tracks the lifecycle of data, showing how it moves and transforms from
its source to its destination (e.g., from an Azure SQL Database through an Azure Data Factory
pipeline into a Power Bl report).

- Data Estate Insights: This provides a “bird’s-eye view” for governance stakeholders and
compliance officers. It offers reports on data distribution, sensitivity labels, and file types across
the entire estate.

- Data Policy: Enables data stewards to manage access to data sources centrally and securely,
ensuring that only the right people have access to sensitive information.
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Feature Purpose Use Case

Automated Identifies data across Azure, AWS, Finding “dark data” in forgotten storage
Scanning and on-premises accounts
L Applies labels (e.g., SSN, Credit Identifying PIl for GDPR or HIPAA
Classification _
Card Number) compliance
Business Defines business terms for data Ensuring “Revenue” means the same thing
Glossary assets to all departments

Troubleshooting why a report’s data looks

Lineage Tracking  Visualizes data movement .
incorrect

Architecture Overview

The following diagram illustrates how Microsoft Purview interacts with various data sources to build
a centralized governance layer:

Data Sources Microsoft Purview Governance Portal

On-premises Data Catalog
(SQL Server) (Search & Discovery)

Azure Services Data Map

>
(Blob, SQL, Synapse) (Metadata & Lineage)

\ Data Estate Insights

(Governance Reports)

Multi-cloud
(AWS S3, GCP)

Practical Use Cases

« Compliance and Risk Management: Organizations use Purview to identify where sensitive
information (like PII or financial records) is stored across thousands of databases and files to
ensure they meet regulatory requirements.

- Data Democratization: By using the Data Catalog, data analysts can find the data they need
for a project without having to ask IT where the “official” customer list is stored.

» Cloud Migration: Before moving data to Azure, companies use Purview to inventory their on-
premises data to decide what should be migrated, archived, or deleted.
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Describe the Purpose of Azure Policy

Azure Policy is a governance service in Microsoft Azure that allows you to create, assign, and

manage policies that enforce different rules and effects over your resources. It ensures that your

resource configurations stay compliant with corporate standards and service level agreements
(SLAS).

The primary purpose of Azure Policy is to provide governance and compliance at scale. Unlike

Role-Based Access Control (RBAC), which focuses on who can perform actions, Azure Policy

focuses on what properties a resource can have during and after deployment.

Key Concepts and Components

Policy Definition: A JSON file that describes the specific resource condition you want to control
and the action to take if the condition is met. For example, a definition might state that all virtual
machines must have a specific tag.

Policy Assignment: The process of applying a policy definition to a specific scope. Scopes
can include Management Groups, Subscriptions, or Resource Groups. Policies are inherited by
all child resources within that scope.

Initiative Definition: A collection of multiple policy definitions grouped together to achieve a
singular goal (e.g., a “Regulatory Compliance” initiative that includes 50 different policies for
HIPAA or PCI-DSS).

Remediation: The process of bringing non-compliant resources into compliance. While some
policies prevent non-compliant resources from being created ( Deny ), others can fix existing
resources ( Modify or DeploylfNotExists ).

Common Use Cases

Allowed Locations: Restricting the regions where users can deploy resources to ensure data
residency compliance and cost control.

Allowed Virtual Machine SKUs: Preventing users from deploying expensive, high-end virtual
machines in a development environment.

Require Tags: Ensuring every resource has a Department or CostCenter tag for billing and
organization purposes.

Storage Account Encryption: Enforcing that all storage accounts must use HTTPS or specific
encryption settings.

Azure Policy vs. Azure RBAC

It is important to distinguish between governance (Policy) and authorization (RBAC).
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Feature Azure Policy Azure RBAC

Focus Resource properties and configuration. User actions and permissions.
Goal Compliance and standardization. Security and “Least Privilege” access.
Example “Only allow Standard_Bls VMs.” “Allow ‘User A' to start/stop VMs.”
. Evaluated during creation, update, and Evaluated when a user attempts an
Evaluation o .
periodically. action.

Policy Evaluation Workflow

The following diagram illustrates how Azure Policy evaluates a request to create or update a
resource:

Non-Compliant

Request Denied
(Deny)

Polic
User Request y Compliant—{ Resource Created
Evaluation

N

Non-Compliant Resource Created
(Audit) & Flagged

Benefits of Azure Policy
« Enforcement and Compliance: Automatically prevents the creation of resources that do not
meet organizational standards.

» Assessment at Scale: Provides a dashboard to view the compliance state of your entire
environment, identifying exactly which resources are non-compliant.

« Remediation: Can automatically apply tags or deploy missing security extensions to existing
resources that were created before a policy was assigned.

Purpose of Azure Resource Locks

Azure Resource Locks are a management feature used to prevent the accidental deletion or
modification of critical Azure resources. Regardless of the permissions granted via Azure Role-
Based Access Control (RBAC), a resource lock acts as a final safeguard that applies to all users
and roles, including Owners and Global Administrators.
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Resource locks are essential for maintaining the stability of production environments where a
single accidental click could result in significant data loss or service downtime.

Lock Types
Azure provides two specific types of resource locks:

» CanNotDelete (Delete): This lock allows authorized users to read and modify a resource, but it
prevents them from deleting it. This is commonly used for critical infrastructure like virtual
networks or storage accounts.

» ReadOnly (Read-only): This lock allows authorized users to read a resource, but it prevents
them from deleting or updating it. Applying this lock is similar to granting all users only the
Reader role permissions.

Lock Type Read Resource Modify Resource Delete Resource
CanNotDelete Yes Yes No
ReadOnly Yes No No

Lock Inheritance and Scope

Resource locks follow a hierarchical inheritance model. When you apply a lock at a parent scope,
all resources within that scope inherit the same lock. The hierarchy follows this order:

1. Subscription (Highest level)

2. Resource Group

3. Resource (Lowest level)

If a CanNotDelete lock is applied to a Resource Group, all virtual machines, databases, and disks

within that group cannot be deleted, even if they do not have individual locks applied. The most
restrictive lock always takes precedence if multiple locks are applied.
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ResourcegyoupScope

Resource Group
(Inherits: ReadOnly)

ResourgeScope

Virtual Machine
(Inherits: ReadOnly)

Key Considerations and Use Cases

« RBAC Requirements: To create or delete management locks, you must have access to
Microsoft.Authorization/* or Microsoft.Authorization/locks/* actions. In terms of built-in roles,
only Owner and User Access Administrator can manage locks.

« ReadOnly Restrictions: Be cautious when applying ReadOnly locks. Many management
tasks that appear to be “read” operations actually require “write” actions behind the scenes
(e.g., starting a Virtual Machine or listing Storage Account keys), which a ReadOnly lock will
block.

« Common Use Case: Apply a CanNotDelete lock to a production Azure SQL Database to
ensure that even an administrator with full permissions cannot accidentally drop the database
without first explicitly removing the lock.

« Automation: Locks can be applied via the Azure Portal, Azure PowerShell, Azure CLI, or ARM
templates to ensure that governance is part of the automated deployment process.

The Azure Portal

The Azure portal is a unified, web-based graphical user interface (GUI) that allows you to build,
manage, and monitor everything from simple web apps to complex cloud deployments. It serves as
the primary entry point for administrators and developers who prefer a visual approach to cloud
management rather than command-line tools.
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Key Features and Capabilities

» Resource Management: You can create, configure, and delete Azure resources such as virtual
machines, databases, and virtual networks.

« Global Search: Located at the top of the portal, the search bar allows you to quickly find
services, specific resource instances, documentation, and marketplace offerings.

» Customizable Dashboards: You can create personalized views of your most important
resources. Dashboards can be shared with other users in your organization to provide a
common operational picture.

» Azure Cloud Shell: The portal provides integrated access to the Azure Cloud Shell, a
browser-based terminal that supports both Bash and PowerShell, allowing you to run scripts
without leaving the GUI.

» Notifications and Activity Log: The “bell” icon provides real-time updates on the status of
deployments and administrative actions. The Activity Log provides a history of operations
performed on resources in your subscription.

« Azure Marketplace: An integrated catalog where you can find and deploy thousands of
software applications and services from Microsoft and third-party vendors.

When to Use the Azure Portal

The Azure portal is best suited for specific scenarios where visual feedback is beneficial:

Use Case Description
Learning & Exploring new services and understanding available configuration options through
Discovery wizards.

Performing quick, non-repetitive administrative changes or manual resource
One-off Tasks

creation.
Monitoring Viewing graphical metrics, alerts, and health reports for resources.
Access ) . o
Visually managing Role-Based Access Control (RBAC) and user permissions.
Management

Architecture of Portal Interactions

When you perform an action in the Azure portal, it does not communicate with the hardware
directly. Instead, it sends requests to the Azure Resource Manager (ARM), which authenticates
the request and carries out the action.

Azure Resources
Web Browser: Azure Portal API Call Azure Resource Manager (ARM) Deploy/Manage—|
(VMs, Storage, SQL)

The Azure Mobile App
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In addition to the desktop web experience, Microsoft provides the Azure mobile app. This
application allows you to stay connected to your Azure environment on the go. You can monitor
resource health, check for alerts, and even use the integrated Azure Cloud Shell to run
commands or restart a virtual machine directly from your mobile device.

Azure Cloud Shell, Azure CLI, and Azure PowerShell

Azure provides several command-line tools for managing resources, allowing administrators to
automate tasks and manage infrastructure without relying solely on the graphical user interface
(GUI) of the Azure Portal.

Azure Cloud Shell

Azure Cloud Shell is an interactive, authenticated, browser-accessible shell for managing Azure
resources. It provides the flexibility of choosing the shell experience that best suits the way you
work, either Bash or PowerShell.

« Browser-based: Accessible from virtually anywhere via the Azure Portal, shell.azure.com , or
the Azure mobile app.

» Pre-configured environment: Cloud Shell comes with common command-line tools (like git ,
terraform , ansible ) and language support (Python, Node.js) pre-installed.

« Automatic Authentication: It automatically uses the credentials you used to log into the Azure
Portal, providing immediate access to your subscriptions.

« Persistent Storage: Cloud Shell requires an Azure Storage account to function. It attaches
an Azure File share to persist your data, scripts, and configuration files across different
sessions.

Azure Environment

Automatic Authentication

Azure Storage Account
User Browser Azure Cloud Shell : :
Persists Files

Azure Resources
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Azure Command-Line Interface (CLI)

The Azure CLI is a cross-platform command-line tool used to create and manage Azure resources.

It is designed to be easy to learn and is optimized for scripting and automation.

Cross-platform: Can be installed locally on Windows, macOS, and Linux.

Syntax: Uses a consistent az command structure followed by a noun and an action. For
example: azvm create .

Output Formats: Supports multiple output formats, including JSON, Table, and YAML, making
it ideal for piping data into other tools.

Use Case: Best for developers and administrators who prefer a Unix-like command-line
experience or are building automation scripts in Bash.

Azure PowerShell

Azure PowerShell is a set of modules that provide cmdlets to manage Azure resources directly

from the PowerShell command line.

Object-Oriented: Unlike standard CLI tools that return text, PowerShell returns objects. This
allows for complex data manipulation and filtering within scripts.

Syntax: Follows the standard PowerShell Verb-Noun pattern. For example: New-AzVm .
Cross-platform: Runs on PowerShell 5.1 (Windows) and PowerShell Core (Windows, macOS,
Linux).

Use Case: Ideal for administrators familiar with Windows environments or those who need to
perform complex logic and data processing within their scripts.

Comparison of Management Tools

Feature Azure CLI Azure PowerShell Azure Cloud Shell
Primary Command Prompt / )
) PowerShell / Terminal Web Browser
Interface Terminal
Installation Local Install Required Local Install Required None (Hosted by Azure)

Choice of Bash or

Syntax Style Bash-style ( az... Verb-Noun ( Get-Az...
y v vie ( ) ( ) PowerShell
Persistence Local File System Local File System Azure Storage Account
. . Complex logic, Windows Management from any
Best For Quick tasks, Bash scripts _
users device

Practical Example: Creating a Resource Group

e Azure CLI: azgroup create --name MyRG --location eastus

e Azure PowerShell: New-AzResourceGroup -Name MyRG -Location eastus
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Describe the Purpose of Azure Arc

Azure Arc is a management solution that extends the Azure Resource Manager (ARM) control
plane to resources located outside of Azure. It acts as a bridge, allowing organizations to manage
their entire infrastructure—including on-premises data centers, edge locations, and other cloud
providers (such as AWS or GCP)—using the same tools and interfaces they use for native Azure
resources.

By “projecting” these external resources into Azure, they appear in the Azure Portal with their own

resource IDs and are organized into Resource Groups, just like standard Azure Virtual Machines or
databases.

Key Capabilities of Azure Arc

« Azure Arc-enabled servers: Allows you to manage physical and virtual machines running
Windows or Linux. Once the Connected Machine agent is installed, these servers can be
managed using Azure governance tools.

o Azure Arc-enabled Kubernetes: Enables you to attach and configure Kubernetes clusters
regardless of where they are running (e.g., on-premises or in other clouds). You can use
GitOps to deploy configurations across clusters at scale.

« Azure Arc-enabled data services: Allows you to run Azure data services, such as Azure SQL
Managed Instance and Azure PostgreSQL, on-premises or in other clouds using Kubernetes
and the infrastructure of your choice.

» Unified Visibility: Provides a “single pane of glass” view in the Azure Portal for all resources,
regardless of their physical location.
Management and Governance Benefits
Azure Arc brings cloud-native management practices to non-Azure environments:
« Consistent Governance: You can apply Azure Policy to non-Azure servers to ensure they
meet corporate compliance standards (e.g., ensuring specific security settings are enabled).

» Security: You can use Microsoft Defender for Cloud to monitor the security posture of hybrid
resources and Microsoft Sentinel for security information and event management (SIEM).

« Identity Management: You can apply Role-Based Access Control (RBAC) to non-Azure

resources, ensuring that only authorized users can manage specific servers or clusters.

« Automation: Use Azure Automation (such as Update Management) to handle patching and
configuration tasks for servers located outside of Azure.

Comparison: Traditional Management vs. Azure Arc
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Feature Traditional Hybrid Management Azure Arc Management

Multiple tools for different Single control plane (Azure Resource
Control Plane )

clouds/sites Manager)
Governance Manual or site-specific scripts Centralized Azure Policy
Visibility Fragmented inventory Unified inventory in Azure Portal
Access ) )

Local credentials or separate IAM Centralized Azure RBAC
Control

Architecture Overview

The following diagram illustrates how Azure Arc connects disparate environments back to the
central Azure management layer:
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Windows/Linux
Servers

\

Local Kubernetes

Clusters

Common Use Cases

« Regulatory Compliance: An organization must keep data on-premises for legal reasons but
wants to use Azure Policy to ensure those local servers are encrypted and audited.
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o Multi-cloud Management: A company uses both Azure and AWS; they use Azure Arc to
manage all virtual machines from a single dashboard to simplify operations.

« Edge Computing: Managing a fleet of small servers located in retail stores or factories using
the same deployment scripts used for Azure cloud resources.

Describe Infrastructure as Code (l1aC)

Infrastructure as Code (laC) is the practice of managing and provisioning computer data centers
through machine-readable definition files, rather than physical hardware configuration or interactive
configuration tools. In the context of Azure, 1aC allows you to define your entire cloud environment
—including virtual networks, virtual machines, storage accounts, and databases—using code.

Core Concepts of laC
» Declarative vs. Imperative:

o Declarative (Recommended): You define the desired state of your infrastructure (e.g., “I
need a storage account named mystore “). The deployment engine handles the logic of how
to create or update it.

o Imperative: You define the specific steps or commands to achieve a result (e.g., “Run
command A, then command B”). This is common in traditional scripting using Azure CLI or
Azure PowerShell.

» Ildempotency: A key benefit of declarative 1aC. It ensures that no matter how many times you
run the code, the result is always the same. If the resource already exists and matches the
code, no changes are made.

» Consistency and Repeatability: [aC eliminates the “human error” associated with manual
configuration in the Azure Portal. You can deploy the exact same environment for Development,
Testing, and Production.

» Version Control: Because infrastructure is defined as text files, it can be stored in systems like
GitHub or Azure Repos. This provides a history of changes, allows for code reviews, and
enables easy rollbacks.

laC Workflow

The following diagram illustrates how laC moves from a developer’s machine to a live Azure

environment;

Developer Source Control Deployment Engine Azure Resources

Writes Code (GitHub/Git) (Azure Resource Manager) (VMs, VNETs, SQL)

Common Azure laC Tools

Azure supports several tools for implementing laC, ranging from native services to third-party
solutions.
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Tool Language Approach Best Use Case

ARM ) Native Azure deployments; deep integration with all Azure

JSON Declarative )
Templates services.

. Bicep . A transparent abstraction over ARM templates that is easier

Azure Bicep Declarative .

(DSL) to read and write.

i Managing multi-cloud environments (e.g., Azure and AWS
Terraform HCL Declarative .
simultaneously).

Azure CLI Bash/Cmd  Imperative  Quick, one-off tasks or simple automation scripts.

Benefits of Using laC

Speed: Deploying complex environments takes minutes instead of hours or days.

Reduced Risk: Automated deployments are less prone to configuration drift (where
environments become different over time due to manual changes).

Documentation: The code itself serves as documentation for what is deployed in the cloud.

Cost Management: You can quickly “spin up” environments for testing and “tear them down”
when finished, ensuring you only pay for what you use.

Describe Azure Resource Manager (ARM) and ARM Templates

Azure Resource Manager (ARM) is the central deployment and management service for Azure. It

provides a management layer that enables you to create, update, and delete resources in your

Azure account. When you perform any action through the Azure Portal, Azure PowerShell, Azure
CLI, or REST APIs, the ARM API handles the request, authenticates it, and forwards it to the
appropriate Azure service.

Key Concepts of Azure Resource Manager

Consistent Management Layer: ARM ensures that whether you use the portal or command-
line tools, the results are consistent because they all interact with the same API.

Resource Groups: ARM allows you to group related resources (like web apps, databases, and
virtual networks) into a single logical container called a Resource Group for easier lifecycle
management.

Role-Based Access Control (RBAC): ARM natively integrates with Azure AD to apply fine-
grained access control to resources and resource groups.

Tags: You can apply metadata to resources in the form of tags to help categorize resources for
billing or management purposes.

Resource Locks: ARM allows you to apply “ReadOnly” or “CanNotDelete” locks to prevent
accidental modification or deletion of critical resources.
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ARM Templates

An ARM Template is a JavaScript Object Notation (JSON) file that defines the infrastructure and
configuration for your project. ARM templates use declarative syntax, meaning you describe what
you want to build (e.g., “I need a Standard_D2 virtual machine”) without having to write the
sequence of programming commands to create it.

« Infrastructure as Code (laC): Templates allow you to treat your infrastructure like application
code. You can version them in source control (like Git) and integrate them into CI/CD pipelines.
» Idempotency: This is a critical feature where you can deploy the same template multiple times

and get the same result. ARM checks the current state and only makes changes necessary to
match the template definition.

» Orchestration: ARM handles the deployment of resources in the correct order. If a Virtual
Machine requires a Virtual Network to exist first, ARM manages that dependency automatically.

« Validation: Before deployment, ARM validates the template to ensure the syntax is correct and
the resource quotas are available.

Feature Imperative (CLI/PowerShell) Declarative (ARM Templates)
Approach Defines “How” to do it (step-by-step) Defines “What” the end state should be
Complexity Harder to manage for large environments Easier to manage via code files
Repeatability Requires manual script logic for checks Built-in idempotency

Best Use Case Quick tasks or one-off changes Production deployments and automation
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ARM Template Structure A standard template includes sections for parameters (values provided
during deployment), variables (values reused in the template), and resources (the actual Azure
components to be deployed). For example, a storageAccount resource would be defined under the
resources section with its specific sku and kind .

Describe the Purpose of Azure Advisor

Azure Advisor is a personalized cloud consultant that helps you follow best practices to optimize
your Azure deployments. It analyzes your resource configuration and usage telemetry and then
recommends solutions to help you improve the cost-effectiveness, performance, Reliability
(formerly called High Availability), and security of your Azure resources.

Azure Advisor is a free service, though some of the recommendations it makes (such as enabling
backups or adding redundancy) may result in additional costs if implemented.

Key Pillars of Azure Advisor

Azure Advisor categorizes its recommendations into five distinct pillars. Each pillar focuses on a
specific aspect of cloud health:

Pillar Focus Area Example Recommendation
o Ensuring business-critical Enable Virtual Machine Soft Delete or
Reliability o ) . I
applications stay online. configure Availability Sets.
Securit Protecting resources from threats Enable Multi-Factor Authentication (MFA)
uri
4 and vulnerabilities. or restrict access to ports.
Improving the speed and Upgrade to a faster storage tier or optimize
Performance ) L .
responsiveness of applications. SQL Database queries.

Reducing and optimizing your overall Delete unassociated Public IP addresses

Cost . i -

Azure spend. or right-size underutilized VMs.
Operational Improving process and workflow Create Azure Service Health alerts to stay
Excellence efficiency and manageability. informed of outages.

How Azure Advisor Works

Azure Advisor works in the background, constantly scanning your environment. It provides a
centralized dashboard in the Azure portal where you can view all recommendations across your
subscriptions.
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Key Features and Benefits

» Actionable Recommendations: Each recommendation provides step-by-step instructions on
how to remediate the issue. In many cases, you can click a “Quick Fix” button to implement the
change immediately.

« Advisor Score: This is a dashboard feature that provides a numerical score (0-100%) to help
you understand how well you are following best practices. A higher score indicates a more
optimized environment.

« Personalization: Recommendations are specific to your actual usage. For example, if a Virtual
Machine has consistently low CPU usage, Advisor will specifically suggest “right-sizing” that
instance to a cheaper SKU.

« Integration: Advisor integrates with Microsoft Defender for Cloud to provide security
recommendations and Azure Service Health for operational insights.

» Filtering: You can filter recommendations by subscription, resource group, or specific resource
tags to focus on the most critical parts of your infrastructure.

Use Cases
« Cost Reduction: Use the Cost tab to identify “zombie” resources (resources that are running
but not being used) to save money immediately.
« Security Hardening: Regularly check the Security tab to ensure that new resources comply
with organizational security standards.
» Pre-Deployment Checks: Before scaling an application, check the Performance and Reliability
tabs to ensure the underlying infrastructure is configured for high demand.

Describe Azure Service Health

Azure Service Health is a suite of experiences that provide a personalized view of the health of
the Azure services and regions you are using. It acts as a central hub for monitoring the Azure
infrastructure, providing insights into current incidents, planned maintenance, and health advisories
that could impact your specific environment.

Azure Service Health is composed of three primary components, each serving a different level of
granularity:
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« Azure Status: This provides a global view of the health of all Azure services across all regions.
It is a public-facing page used to track large-scale outages that affect a broad set of customers.

» Service Health: This is a personalized dashboard within the Azure portal. It filters global status
information to show only the issues affecting the specific services and regions used by your
subscriptions. It tracks three event types:

o Service issues: Current problems in the Azure environment affecting your resources.

o Planned maintenance: Upcoming updates or infrastructure changes that may cause
temporary downtime.

o Health advisories: Notifications regarding deprecated features or required actions to
prevent service interruptions.

» Resource Health: This provides a granular view of the health of your individual resources (e.g.,
a specific Virtual Machine or App Service). It helps you quickly determine if an issue is caused
by the Azure platform or by a configuration error within your resource.

Component Scope Primary Use Case
Azure Status Global / All Regions Checking for widespread platform outages.
. Subscription / Region Monitoring maintenance and incidents affecting your

Service Health . - .
Specific specific footprint.

Resource . Troubleshooting why a specific VM or database is
Individual Resource _

Health unavailable.

Azure Service Health Suite

+ Monkoring Levels +

Azure Status Service Health Resource Health
(Global) (Personalized) (Individual Resource)

Alerts

v v

Admin Notifications Troubleshooting

Key Features and Practical Use Cases:
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« Service Health Alerts: You can configure automated alerts to notify your operations team via
email, SMS, or webhooks when a service issue occurs. This ensures proactive response rather
than waiting for users to report problems.

+ Root Cause Analysis (RCA): After a service incident is resolved, Azure provides official RCA
documents through the Service Health dashboard. These documents explain the technical
cause of the outage and the steps Microsoft is taking to prevent a recurrence.

» Resource Troubleshooting: If a developer cannot connect to a SQL Database , they can check
Resource Health. If the status is “Available,” the developer knows the issue likely lies in the
application code or network configuration rather than the Azure platform itself.

» Historical Health: Service Health allows you to view a history of past incidents (up to 90 days)

to correlate previous application performance issues with known Azure platform events.

Azure Monitor, Log Analytics, and Application Insights

Azure Monitor is a comprehensive solution for collecting, analyzing, and acting on telemetry from
your cloud and on-premises environments. It helps you understand how your applications are
performing and proactively identifies issues affecting them and the resources they depend on.

Azure Monitor Core Concepts

Azure Monitor maximizes the availability and performance of your applications and services by
delivering a multi-faceted data platform. It operates on two fundamental types of data:

» Metrics: Numerical values that describe some aspect of a system at a particular point in time
(e.g., CPU usage, memory pressure). They are lightweight and capable of supporting near real-
time scenarios.

« Logs: Records that contain different types of data organized into records with different sets of
properties for each type (e.g., system events, error logs).

Azure Monitor Data Platform

Data Sources Insights & Actions

‘ Applications ‘ Operating Systems ‘ Azure Resources ‘ Metrics ‘ Application Insights ‘ ‘ Log Analytics ‘ ‘ Alerts

Log Analytics

Log Analytics is the primary tool in the Azure portal used to edit and run log queries from data
collected by Azure Monitor.

» Log Analytics Workspace: A unique environment for Azure Monitor log data. Each workspace
has its own data repository and configuration.

« Kusto Query Language (KQL): The language used to query the data. It is similar to SQL but
optimized for fast cloud-scale log searching.

» Use Case: Use Log Analytics when you need to perform complex analysis across multiple data
sources or look for long-term trends in system behavior.
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Application Insights

Application Insights is an extension of Azure Monitor that provides Application Performance
Management (APM) features. It is specifically designed for developers and DevOps professionals
to monitor live applications.

» Performance Monitoring: Tracks response times, failure rates, and dependency rates.

« Exception Reporting: Automatically collects crash reports and stack traces.

» Usage Tracking: Helps you understand what users are doing with your app (e.g., which pages
are most popular).

» Use Case: Use Application Insights during development and production to detect bottlenecks in
your web application code.

Azure Monitor Alerts

Azure Monitor Alerts proactively notify you when critical conditions are found in your monitoring
data. They allow you to identify and address issues before the users of your system notice them.
« Alert Rules: Define the criteria (the “signal”) that trigger the alert.

« Action Groups: A collection of notification preferences (email, SMS, push) and automation
actions (Azure Functions, Logic Apps, Webhooks) that are triggered when an alert fires.

o Use Case: Automatically scale a Virtual Machine Scale Set when CPU usage exceeds 80% or
notify an administrator via email if a database connection fails.

Feature Log Analytics Application Insights

Primary Focus Infrastructure and system-wide logs  Application-level performance and behavior

Data Type Broad logs from many sources Specific telemetry (requests, traces, exceptions)
Target User IT Administrators / Security Ops Developers / DevOps Engineers
Query Tool Kusto Query Language (KQL) Kusto Query Language (KQL)

Practical Example

Imagine a web application hosted on an Azure Virtual Machine.

1. Azure Monitor collects CPU metrics from the VM.

2. Application Insights tracks how long it takes for the web page to load for users.
3. Log Analytics stores the web server access logs for security auditing.

4. An Azure Monitor Alert triggers an email to the IT team if the web application’s response time
exceeds three seconds for more than five minutes.
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