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AWS Certified Al Practitioner Study Guide

Topics

Domain 1: Fundamentals of Al and ML

Task 1.1: Explain Basic Al Concepts and Terminologies

Artificial Intelligence (Al) is a broad field of computer science focused on creating systems capable
of performing tasks that typically require human intelligence. Understanding the relationship
between Al, Machine Learning (ML), and Generative Al (GenAl) is fundamental to navigating the
AWS Al ecosystem.

The Al Hierarchy

Al is often visualized as a set of nested disciplines, where each subsequent field is a specialized
subset of the one before it.

Artificial Intelligence (Al)

Machine Learning (ML)

Deep Learning (DL)

Generative Al (GenAl)

« Atrtificial Intelligence (Al): The overarching concept of machines acting “smartly.” This includes
everything from simple rule-based systems (if-then statements) to complex neural networks.

« Machine Learning (ML): A subset of Al that uses statistical techniques to allow computers to
“learn” from data. Instead of being explicitly programmed with rules, the system identifies
patterns in data to make predictions or decisions.

» Deep Learning (DL): A specialized form of ML inspired by the structure of the human brain. It
uses multi-layered Artificial Neural Networks to process complex data like images, speech,
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and natural language.

Generative Al (GenAl): A subset of Deep Learning focused on creating new content. While
traditional ML might predict a value or classify an image, GenAl generates new text, images,
audio, or code based on the patterns it learned during training.

Core Al and ML Terminology

To work effectively with AWS services like Amazon SageMaker or Amazon Bedrock, you must

understand the following foundational terms:

Algorithm: A set of mathematical rules or instructions used by an ML system to find patterns in
data.

Model: The output of the training process. Think of the algorithm as the “student” and the model
as the “graduated student” that has acquired knowledge and is ready to work.

Dataset: The collection of information used to train or evaluate a model. It is typically divided
into a Training Set (to teach the model) and a Test Set (to verify its accuracy).

Features: The individual independent variables or “inputs” used by the model to make a
prediction (e.g., square footage and location in a house price prediction model).

Labels: The “answer” or target output the model is trying to predict (e.g., the actual sale price of
the house).

Training: The process of feeding data into an algorithm so it can learn patterns and create a
model.

Inference: The act of using a trained model to make predictions on new, unseen data. For
example, when you ask a chatbot a question, the model is performing inference to generate an
answer.

Comparing Al Technologies

Concept Primary Goal Example Use Case
Traditional Al Follow predefined rules to solve tasks. A basic chatbot using a fixed decision tree.
Machine Predict outcomes based on historical Predicting if a credit card transaction is
Learning data. fraudulent.

Process unstructured data Identifying specific objects in a satellite

Deep Learning

(images/voice). image.

Writing a marketing email or generating a

Generative Al Create entirely new, original content.

logo.

Practical Application: Training vs. Inference

The lifecycle of an Al solution generally moves from data collection to training, and finally to

inference.
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Data Model Model Inference

Collection Training Deployment (Real-world use)

» Training Example: An e-commerce company uses three years of sales data to teach an ML
algorithm how seasonal trends affect inventory. This happens “offline” and requires significant
compute power.

« Inference Example: A customer visits the website today, and the trained model instantly
suggests a product they might like. This happens in “real-time” as the model applies its learned
knowledge to the current user’s behavior.

Task 1.2: Identify Practical Use Cases for Al

Artificial Intelligence (Al) and Machine Learning (ML) are used to solve complex business problems
by identifying patterns in data that are too large or intricate for manual analysis. Identifying the right
use case involves matching a business challenge with the appropriate Al capability, such as
computer vision, natural language processing, or predictive analytics.

Common Al Use Case Categories

Computer Vision (CV): This involves extracting information from digital images, videos, and
other visual inputs.

o Use Cases: Automated quality inspection in manufacturing, facial recognition for security,
and medical imaging analysis for disease detection.
o AWS Service Example: Amazon Rekognition .

« Natural Language Processing (NLP): This allows machines to understand, interpret, and
generate human language.

o Use Cases: Sentiment analysis of social media posts, automated customer support via
chatbots, and real-time language translation.
o AWS Service Example: Amazon Comprehend (sentiment) and Amazon Lex (chatbots).

» Predictive Analytics: This uses historical data to make informed predictions about future
events.

o Use Cases: Demand forecasting for retail inventory, predicting equipment failure
(predictive maintenance), and credit scoring in finance.

o AWS Service Example: Amazon Forecast .

» Generative Al (GenAl): A subset of Al that creates new content, such as text, images, or code,
based on training data.

o Use Cases: Drafting marketing copy, generating synthetic data for testing, and summarizing
long legal documents.
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o AWS Service Example: Amazon Bedrock .

Industry-Specific Applications

Industry Use Case

Retail Personalized product recommendations
Finance Fraud detection for credit card transactions
Healthcare Personalized treatment plans

Media Automated subtitling and closed captioning
Manufacturing Detecting defects on an assembly line

Mapping Business Problems to Al Solutions

Al Technology

ML Recommendation Engines
Anomaly Detection

Predictive Modeling
Speech-to-Text (NLP)

Computer Vision

When identifying a use case, businesses must determine if the problem requires classification

(sorting items into categories), regression (predicting a continuous value like price), or generation

(creating new content).

Images/Video——>»

Text/Speech—»

Business Problem Data Type?

Computer Vision
(Object Detection)

NLP
(Sentiment/Translation)

Predictive Analytics

Historical Tabular—»

Creative Request—»

Key Considerations for Use Case Selection

(Forecasting)

Generative Al
(Content Creation)

» Data Availability: Al requires high-quality, relevant data to be effective. If data is unavailable or

biased, the use case may fail.

» Business Value: Organizations should prioritize use cases that either reduce costs

(automation) or increase revenue (personalization).
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« Feasibility: Some problems are better solved with traditional rule-based programming. Al is
best suited for tasks involving high variability and complex patterns.

 Human-in-the-loop (HITL): Many practical use cases require a human to review Al outputs,
especially in high-stakes environments like healthcare or legal analysis, to ensure accuracy and
ethical compliance.

The Machine Learning Development Lifecycle

The Machine Learning (ML) development lifecycle is an iterative, multi-step process used to
create, deploy, and maintain effective ML models. Unlike traditional software development, which is
logic-driven, ML is data-driven. This means the process is rarely linear; teams often circle back to
previous stages as they learn more about the data and the model’s performance.

3. Model
Building

4. Evaluation 5. Deployment

1. Business 2. Data

6. Monitoring

Problem Preparation

The lifecycle consists of several critical phases:

» Business Problem Definition: This is the most important first step. You must define what you
are trying to predict or achieve. For example, “Will this customer cancel their subscription?”
(Classification) or “What will the temperature be tomorrow?” (Regression).

- Data Collection and Preparation: Data is gathered from various sources (like Amazon S3)
and cleaned. This stage often involves data labeling, where “ground truth” tags are added to
raw data so the model can learn. For example, labeling images as “cat” or “dog.”

« Model Building and Training: In this phase, you select an ML algorithm and provide it with the
prepared data. The model “learns” by finding patterns in the data. On AWS, Amazon
SageMaker is the primary service used for this stage.

« Model Evaluation: Before a model goes live, it must be tested against a separate set of data it
hasn’t seen before. This ensures the model is accurate and can generalize its learning to new,
real-world information.

« Deployment (Inference): Once the model is validated, it is deployed into a production
environment. This is where the model performs inference—the process of taking new input
data and providing a prediction or output.

» Monitoring and Maintenance: Models can become less accurate over time as real-world data
changes, a phenomenon known as model drift. Continuous monitoring ensures the model
remains reliable and triggers a new round of training if performance drops.
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Lifecycle Stage
Data Preparation
Model Building
Deployment

Monitoring

Primary Goal AWS Service Example

Clean, transform, and label data for training. SageMaker Ground Truth
Select algorithms and train the model. Amazon SageMaker
Provide an endpoint for real-time predictions. SageMaker Hosting

Track accuracy and detect model drift. SageMaker Model Monitor

Practical Example: E-commerce Recommendation Engine

Problem: Increase sales by suggesting products to users.

Data Prep: Collect past purchase history and user clicks from Amazon S3.

Evaluation: Check if the model correctly “predicts” what a test group of users actually bought.

1.
2.
3. Training: Use an algorithm to learn which products are often bought together.
4.
5.

Deployment: Integrate the model into the website so users see “Recommended for You”

sections.

6. Monitoring: Track if users are still clicking the recommendations six months later.

Domain 2: Fundamentals of GenAl

Task 2.1: Basic Concepts of Generative Al

Generative Al (GenAl) is a subset of artificial intelligence that focuses on creating new content,

such as text, images, audio, or code, rather than simply analyzing or classifying existing data.

While traditional Al might predict if an email is spam, GenAl can write the email itself.

The Al Hierarchy To understand GenAl, it is essential to see where it fits within the broader field of

computer science. GenAl is a specialized branch of Deep Learning, which is a subset of Machine

Learning (ML).
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Artificial Intelligence (Al)

The broad field of creating intelligent machines

l

Machine Learning (ML)

Systems that learn from data to make predictions

l

Deep Learning (DL)
ML using multi-layered neural networks

l

Generative Al (GenAl)
DL models that create new, original content

Foundation Models (FMs) The “engine” behind GenAl is the Foundation Model. These are large-
scale models trained on massive, diverse datasets (petabytes of data) that can be adapted to a
wide range of downstream tasks.

« Pre-training: The process of training a model on a vast corpus of data so it learns patterns,
grammar, and reasoning.

« Large Language Models (LLMs): A specific type of FM trained primarily on text. Examples
include the Anthropic Claude series or Amazon Titan Text.

» Multi-modal Models: Models that can process and generate multiple types of data, such as
text-to-image (e.g., Stable Diffusion) or image-to-text.

Key Terminology and Concepts Understanding GenAl requires familiarity with several technical
terms used during model interaction and configuration:
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Term

Token

Prompt

Inference

Hallucination

Context
Window

Temperature

Definition

The basic unit of text processed by a model (can be a word, part of a word, or
punctuation).

The input or instruction provided to the model to guide its output.
The process of the model generating a response based on the provided prompt.

When a model generates information that sounds confident but is factually incorrect or

nonsensical.

The maximum amount of information (tokens) a model can “remember” or consider at

one time during a conversation.

A parameter that controls the randomness of the output. Lower values make the output
more deterministic; higher values make it more creative.

Traditional Al vs. Generative Al

» Traditional Al (Discriminative): Focuses on “What is this?” It uses patterns to classify data or

predict values (e.g., predicting house prices or identifying a cat in a photo).

» Generative Al: Focuses on “Create this.” It uses learned patterns to generate new data that

resembles the training data (e.g., writing a poem about a cat or generating an image of a
futuristic house).

Common Use Cases

» Content Generation: Writing marketing copy, blog posts, or social media updates.

« Summarization: Condensing long documents or meeting transcripts into key bullet points.

« Code Generation: Assisting developers by writing boilerplate code or debugging existing

scripts (e.g., using Amazon Q Developer).

» Customer Service: Powering advanced chatbots that can handle complex, natural language

inquiries.

Task 2.2: Understand the capabilities and limitations of GenAl for solving business

problems.

Generative Al (GenAl) offers transformative potential for businesses by automating creative and

analytical tasks. However, to implement GenAl effectively, organizations must balance its powerful

capabilities against inherent technical and ethical limitations.

Capabilities of GenAl in Business

GenAl excels at tasks involving pattern recognition and the generation of new content based on

existing data. Key capabilities include:

« Content Generation: Creating high-quality text (emails, reports, marketing copy), images

(product designs, social media assets), and audio.
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« Summarization and Extraction: Condensing long documents into executive summaries or
extracting specific data points (e.g., dates, names, or amounts) from unstructured text like legal
contracts.

« Code Generation and Assistance: Helping developers write, debug, and document code,
which accelerates the software development lifecycle (SDLC).

» Personalization: Tailoring customer experiences by generating unique recommendations or
personalized communication at scale.

« Knowledge Retrieval: Using techniques like Retrieval-Augmented Generation (RAG) to
allow employees to query internal knowledge bases using natural language.

Limitations and Risks of GenAl

Despite its strengths, GenAl is not a “silver bullet” and has specific constraints that businesses
must manage:

» Hallucinations: The model may generate information that sounds plausible and confident but is
factually incorrect or nonsensical.

» Knowledge Cutoff: Models are trained on historical data and do not have “real-time”
awareness of events occurring after their training ended unless connected to external tools.

« Context Window Limits: Models have a maximum amount of text (tokens) they can process at
one time. If a business problem requires analyzing a 2,000-page manual in one go, the model
may lose track of earlier information.

« Bias and Toxicity: Because models learn from human-generated data, they can inherit and
amplify societal biases or generate offensive content.

» Lack of Reasoning: While GenAl appears to “think,” it is actually performing statistical
prediction. It often struggles with complex logic, multi-step math, or common-sense reasoning.

Comparing Capabilities and Limitations

Capability Business Use Case Associated Limitation

. Drafting customer support L. o .
Text Generation | Hallucinations: May provide incorrect policy info
emails

. . Context Window: May miss data in very long
Data Extraction Processing invoices

files
Code Assistance Writing Python scripts Security: May suggest insecure coding patterns
Summarization Analyzing meeting transcripts Bias: May overlook minority opinions in the text

Decision Flow for GenAl Implementation

Before deploying a GenAl solution, businesses should evaluate if the use case aligns with the
technology’s strengths.
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Identify Business Problem

Does it require

creating new content?

Yes

No

Is factual accuracy

mission-critical?

Consider Traditional
Al or Automation

Yis l\f
Use GenAl with Direct GenAl
Human-in-the-loop + RAG Implementation

N

Review for Hallucinations

and Bias

l

‘ Deploy Solution
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Practical Examples
o Customer Service: A company uses Amazon Bedrock to power a chatbot. The capability is
24/7 automated support. The limitation is that the bot might hallucinate a refund policy. To
mitigate this, the company uses RAG to ground the bot’s answers in official company PDFs.
» Marketing: A creative team uses GenAl to generate 50 variations of an ad image. The

capability is rapid prototyping. The limitation is potential copyright concerns or “uncanny”
visual artifacts, requiring a human designer to perform a final review.

AWS Infrastructure and Technologies for Generative Al

Building and deploying Generative Al (GenAl) applications requires a robust infrastructure stack
capable of handling massive datasets and complex mathematical computations. AWS provides a
specialized “three-layer” stack that ranges from purpose-built hardware to high-level managed
services.

The AWS Generative Al Stack
AWS categorizes its GenAl offerings into three distinct layers to serve different user needs:

« Bottom Layer (Infrastructure for Training and Inference): This layer is for expert
practitioners who want to build and train their own models. It includes specialized chips like
AWS Trainium and AWS Inferentia, along with high-performance computing (HPC) instances.

« Middle Layer (Tools to Build with Foundation Models): This layer provides access to pre-
trained Foundation Models (FMs) and the tools to customize them. Amazon Bedrock is the
primary service here, offering a serverless experience to access models via API.

« Top Layer (Applications): This layer consists of ready-to-use applications that leverage GenAl
to perform specific tasks, such as Amazon Q, an Al-powered assistant for work.

Specialized Compute and Hardware

GenAl workloads are computationally intensive. AWS offers custom-designed silicon to optimize
performance and reduce costs compared to general-purpose processors.
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Technology

AWS Trainium

AWS Inferentia

NVIDIA GPUs

Elastic Fabric Adapter
(EFA)

Primary Use Case

Training large-scale deep learning
models.

Running inference (deploying
models) at scale.

General-purpose ML training and
inference.

High-speed networking between
EC2 instances.

Storage and Data Infrastructure

Key Benefit

High performance and lower cost-to-train
for FMs.

Lowest cost per inference and high
throughput.

High flexibility and compatibility with
existing libraries.

Enables low-latency communication for
distributed training.

Data is the fuel for GenAl. AWS provides specialized storage and database solutions to manage

the high-throughput requirements of model training and the unique needs of retrieval-augmented

generation (RAG).

« Amazon S3: Acts as the primary data lake for storing massive datasets used for model training

and fine-tuning.

 Amazon FSx for Lustre: A high-performance file system used to provide fast, temporary

storage (scratch space) for training jobs, ensuring that compute resources are not waiting for

data.

» Vector Databases: GenAl applications often use vector embeddings to represent data

numerically. Services like Amazon OpenSearch Service, Amazon Aurora, and Amazon RDS

support vector engine capabilities to enable fast similarity searches for RAG workflows.

Infrastructure Workflow for GenAl

The following diagram illustrates how these infrastructure components interact to support a GenAl

application lifecycle.

Data & Storage

Vector Database

Inference & Deployment

(OpenSearch/Aurora)

Amazon S3

A
Amazon Bedrock

(Serverless API)

EC2 Inf2 Instances
(AWS Inferentia)

/

Compute & Training

N EC2 Trnl Instances

(Data Lake)

(AWS Trainium)  [~"High-speed Interconnect ----------

Elastic Fabric
Adapter (EFA)
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Key Use Cases for AWS Infrastructure
» Distributed Training: Using clusters of Trnl instances connected via EFA to train a large
language model (LLM) across hundreds of nodes simultaneously.

» Cost-Effective Inference: Deploying a fine-tuned model on Inf2 instances to provide real-time
chat responses to millions of users while minimizing operational costs.

» Knowledge Retrieval: Storing company documentation as vector embeddings in Amazon
OpenSearch to allow a GenAl model to provide context-aware answers based on private data.

Domain 3: Applications of Foundation Models

Design Considerations for Foundation Model Applications

Designing applications that leverage Foundation Models (FMs) requires a shift from traditional
software architecture. Because FMs are non-deterministic and resource-intensive, developers must
balance performance, cost, and accuracy through specific design choices.

Model Selection Criteria

Choosing the right model is the first critical step. Not every use case requires the largest, most
powerful model.

» Model Size and Capability: Larger models generally have better reasoning capabilities but
higher latency and cost. Smaller models are faster and more efficient for simple tasks like
classification or summarization.

» Latency Requirements: Real-time applications (like customer service chatbots) require low-
latency models. Batch processing tasks (like document analysis) can tolerate higher latency.

o Context Window: This refers to the maximum number of tokens (words or parts of words) a
model can process in a single request. Applications processing long legal documents or entire
codebases need models with large context windows.

» Modality: Ensure the model supports the required input/output types, such as Text-to-Text,
Text-to-Image, or Multimodal (e.g., analyzing an image to generate a text description).

Customization Strategies

Depending on the business need, you must decide how to provide the model with specific
knowledge.
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Strategy Complexity Use Case Data Requirement

] ] General tasks, quick None (uses model’s base
Prompt Engineering Low .
prototyping knowledge)
RAG (Retrieval- Medi Accessing up-to-date or External knowledge base
edium
Augmented Generation) private company data (e.g., S3, Vector DB)

. . . Specialized terminology or
Fine-Tuning High . " Large labeled dataset
specific writing styles

Retrieval-Augmented Generation (RAG) Workflow

RAG is a popular design pattern that connects an FM to external data sources to reduce
hallucinations (the model making up facts) and provide current information.

Search Engine / Relevant Data Augmented Prompt . .
User Query » » » Foundation Model Final Answer

Vector Database o Chunks (Query + Context)

Inference Parameters
Designers must configure parameters that control how the model generates text:

o Temperature: Controls randomness. A low temperature (e.g., 0.2) makes the model more
deterministic and focused, ideal for technical tasks. A high temperature (e.g., 0.8) encourages
creativity.

» Top-P and Top-K: These limit the pool of words the model considers for the next token, helping
to filter out low-probability or nonsensical responses.

» Stop Sequences: Specific strings that tell the model to stop generating text, preventing
unnecessary token usage and cost.

Security and Privacy

When designing FM applications on AWS (using services like Amazon Bedrock), security is a
shared responsibility:

- Data Perimeter: Ensure that data used for RAG or fine-tuning remains within your VPC and is
not used to train the provider’s base models.

« Encryption: Use AWS KMS to encrypt data at rest and in transit.

» Governance: Implement Guardrails to filter harmful content, Pl (Personally Identifiable
Information), or off-topic queries before they reach the user.

Cost Management
FMs are typically priced per 1,000 tokens. Design considerations to manage costs include:

» Token Optimization: Writing concise prompts to reduce input tokens.
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« Caching: Storing common responses to avoid repeated model calls.
» Provisioned Throughput: Using dedicated capacity for consistent performance during peak

loads, rather than on-demand pricing.

Task 3.2: Choose Effective Prompt Engineering Techniques

Prompt engineering is the process of refining the input (the prompt) provided to a Foundation
Model (FM) to guide it toward generating the most accurate, relevant, and high-quality response.
Because FMs are trained on vast datasets, they require specific instructions to narrow their focus
and reduce hallucinations (generating false or nonsensical information).

Core Prompting Techniques
Choosing the right technique depends on the complexity of the task and the model’s performance.

» Zero-shot Prompting: The user provides a task without any examples. The model relies
entirely on its pre-trained knowledge.

o Example: “Translate the following English text to French: ‘Hello, how are you?””

o Use Case: Simple, common tasks like summarization or basic translation.

» Few-shot Prompting: The user provides a few examples (usually 2 to 5) of input-output pairs
to demonstrate the desired pattern or format.

o Example: “Tweet: | love this! Sentiment: Positive. Tweet: This is okay. Sentiment: Neutral.
Tweet: | hate this. Sentiment: “

o Use Case: Tasks requiring a specific output format or classification style.

« Chain-of-Thought (CoT): The user instructs the model to “think step-by-step” or provides
examples that include reasoning steps. This helps the model handle complex logic or
arithmetic.

o Example: “If | have 5 apples and buy 2 more, then give 3 to a friend, how many do | have?
Let’s think step-by-step.”

o Use Case: Multi-step math problems, symbolic reasoning, or complex decision-making.
» Negative Prompting: Explicitly telling the model what not to include in the output.

o Example: “Write a description of a mountain landscape. Do not mention snow or winter.”

o Use Case: Image generation (e.g., “no blurry edges”) or strict content filtering in text.

Comparison of Prompting Strategies

Technique Complexity Best Use Case

Zero-shot Low General questions and standard tasks.
Few-shot Medium Formatting consistency and niche classifications.
Chain-of-Thought High Logic, math, and multi-step reasoning.
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Elements of an Effective Prompt

A well-structured prompt typically includes several key components to ensure the model
understands the context and the goal:
» Instruction: A specific task or command (e.g., “Summarize,” “Write,” “Classify”).

« Context: Background information or constraints (e.g., “Act as a technical writer,” “Use a
professional tone”).

« Input Data: The specific data the model needs to process (e.g., the text to be summarized).
» Output Indicator: Defining the format of the response (e.g., “Format the output as a JSON
object” or “Use bullet points”).

The Iterative Refinement Process

Prompt engineering is rarely a one-step process. It involves a cycle of testing and adjustment to
achieve the desired result.

/ Refine Instructions
or Add Examples

Test with Model /
Define Goal Draft Initial Prompt
> P > (e.g., Amazon Bedrock) Inaccurate/Poor

Accurate——> Finalize Prompt

Analyze Output

Best Practices for Prompt Engineering

» Be Specific: Instead of “Write about dogs,” use “Write a 200-word educational paragraph about
the history of Golden Retrievers.”

mon

» Use Delimiters: Use characters like ### , , Or -—- to separate instructions from the input

data, helping the model distinguish between the task and the content.

« Order Matters: Placing instructions at the beginning of the prompt often yields better results for
long inputs.

» Avoid Ambiguity: Use direct language and avoid “fluff” words that do not add instructional
value.

Training and Fine-tuning Foundation Models

Foundation Models (FMs) are not created in a single step. They undergo a multi-stage lifecycle that
begins with learning general patterns from massive amounts of data and ends with specialized
training to perform specific tasks or adhere to human preferences.

Pre-training

Pre-training is the initial phase where a model is trained on a vast, diverse dataset (often
petabytes of text, images, or code) using self-supervised learning. During this stage, the model

Page 18 of 50



learns the fundamental structures of language, logic, and world knowledge by predicting missing
parts of the data (e.g., predicting the next word in a sentence).

« Data Source: Massive, unlabeled datasets from the internet, books, and specialized
repositories.

« Goal: To create a “base model” with broad, general-purpose capabilities.

» Resource Intensity: Requires thousands of GPUs and weeks or months of compute time.

Fine-tuning

Fine-tuning is the process of taking a pre-trained base model and further training it on a smaller,

targeted dataset to improve performance on specific tasks. This process “specializes” the model for
a particular domain or style.

 Instruction Fine-tuning: Training the model using “prompt-response” pairs so it learns how to
follow specific commands (e.g., “Summarize this text” or “Write a Python script”).

« Domain-specific Fine-tuning: Training a model on specialized data, such as legal documents
or medical records, to learn industry-specific terminology and nuances.

« Parameter-Efficient Fine-tuning (PEFT): A technique that updates only a small subset of the
model's parameters. A popular method is LORA (Low-Rank Adaptation), which reduces the
computational cost and memory required for fine-tuning while maintaining high performance.

Feature Pre-training Fine-tuning

Data Volume Massive (Trillions of tokens) Small to Medium (Thousands of examples)
Data Type Unlabeled/General Labeled/Task-specific

Compute Cost Extremely High Low to Moderate

Primary Goal General knowledge & reasoning Task specialization & accuracy

Alignment and Human Feedback

After fine-tuning, models often undergo an alignment phase to ensure their outputs are helpful,
honest, and harmless.

» Reinforcement Learning from Human Feedback (RLHF): A process where human evaluators
rank different model outputs. These rankings are used to train a “reward model,” which then
guides the FM to produce responses that humans prefer.

« Continued Pre-training: Also known as domain-adaptation pre-training, this involves training a
base model on a large volume of unlabeled, domain-specific data (e.qg., internal corporate
documents) before performing task-specific fine-tuning.

Raw Data . Base Model Fine-tuning RLHF Deployed FM
Pre-training » » >

(Internet Scale) o (General Knowledge) g (Specific Tasks) o (Human Alignment) o (Specialized App)
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Practical Use Cases
» Customer Support: A company takes a base model and fine-tunes it on their historical support
tickets and product manuals to create a specialized chatbot.

« Medical Research: A researcher uses continued pre-training on medical journals to help a
model understand complex biochemistry before fine-tuning it to extract data from lab reports.

» Code Generation: A model is fine-tuned specifically on SQL and Python repositories to
improve its ability to assist developers with programming tasks.

Evaluating Foundation Model Performance

Evaluating Foundation Models (FMs) is a critical step in the generative Al lifecycle. Unlike
traditional machine learning, where metrics like accuracy or mean squared error are
straightforward, generative outputs are often subjective and context-dependent. Evaluation
ensures that a model is accurate, safe, and aligned with specific business requirements.

Key Evaluation Dimensions
When assessing an FM, organizations typically evaluate across several dimensions:

« Accuracy and Truthfulness: Does the model provide factually correct information?

» Toxicity and Safety: Does the model generate harmful, biased, or inappropriate content?

» Robustness: How well does the model handle “noisy” inputs or adversarial prompts?

« Latency and Throughput: How fast does the model generate a response, and how many
requests can it handle simultaneously?

Quantitative Metrics (Automatic Evaluation)

Quantitative metrics use mathematical formulas to compare a model’s output against a reference
“ground truth” text.

. Primary Use -
Metric Description
Case
L Measures the overlap of words (n-grams) between the generated
ROUGE Summarization
summary and a reference summary.
i Calculates how many words in the generated translation appear in the
BLEU Translation ,
human-provided reference.
Semantic Uses embeddings to measure how similar the meaning of two
BERTScore o . . .
Similarity sentences is, even if they use different words.
Perplexit Language Measures how well a probability distribution or model predicts a
erplexi
: y Modeling sample; lower perplexity indicates better performance.

Qualitative Evaluation (Human Evaluation)

Human evaluation remains the “gold standard” for assessing nuance, creativity, and helpfulness.
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« Likert Scales: Evaluators rate responses on a scale (e.g., 1 to 5) based on criteria like
“helpfulness” or “tone.”

» Ranking/Comparison: Evaluators are shown two different model outputs for the same prompt
and asked to choose which is better (Side-by-Side evaluation).

» Thumbs Up/Down: A simple binary feedback mechanism often used in production
environments to gather user sentiment.

Model-Based Evaluation (LLM-as-a-Judge)

This method uses a highly capable “judge” model (like a larger version of Claude or Titan) to
evaluate the outputs of a smaller or specialized model. The judge model is provided with a rubric
and asked to score the candidate model’'s response based on specific criteria.

Amazon Bedrock Model Evaluation

Amazon Bedrock provides built-in capabilities to simplify the evaluation process, offering two main
approaches:

Automatic

X . Use Predefined Metrics
Automatic Evaluation ——— Upload Prompt Dataset
(ROUGE, BLEU, etc.)

Start Evaluation Choose Method Internal Team

» Final Report

(Your Employees)

» Human Evaluation

AWS Managed Team
(SageMaker Ground Truth)

« Automatic Evaluation: Best for quick iterations. You provide a dataset of prompts and
reference answers, and Bedrock calculates scores for accuracy and robustness.
 Human Evaluation: Best for subjective traits like “brand voice” or “creative flair.” You can use

your own team of experts or an AWS-managed workforce to review model outputs directly
within the Bedrock console.

Domain 4: Guidelines for Responsible Al

Developing Responsible Al Systems

Responsible Al is the practice of designing, building, and deploying Al systems in a way that is
ethical, transparent, and accountable. Developing responsible Al is not a single step but a
continuous process integrated throughout the entire machine learning (ML) lifecycle—from data
collection to model decommissioning.
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Dimensions of Responsible Al

To develop Al responsibly, organizations focus on several key dimensions that ensure the system
behaves as intended without causing unintended harm.

Dimension Description Goal
. Addressing biases in data and Ensure equitable outcomes for all
Fairness . .
algorithms. demographic groups.

Understanding how a model arrives ata  Provide “human-understandable” reasons

Explainability - o

specific output. for Al decisions.
Privacy & Protecting the data used for training and  Prevent data leaks and unauthorized
Security inference. access to sensitive info.

Ensuring the system performs reliably Maintain accuracy even when facing
Robusthess . - .

under various conditions. unexpected or “noisy” data.

Documenting the model’'s purpose, data, Build trust through clear communication of
Transparency L

and limitations. how the Al works.

Establishing oversight and accountability  Define who is responsible for the Al’'s
Governance

structures. impact and compliance.

The Responsible Al Development Lifecycle

Developing responsible Al requires specific actions at every stage of the workflow.

Responsible Actions

---p» Check for Bias

Data o
-- 9 Interpretability

Preparation

Model
Training

Evaluation & Deployment & i i
Continuous Audit

Validation Monitoring

- Data Preparation: Developers must ensure training data is representative of the real-world
population. For example, if a recruiting Al is trained only on historical data from one
demographic, it may learn to unfairly favor that group.

» Model Training and Evaluation: During training, developers use tools like Amazon
SageMaker Clarify to detect potential bias in the model’s predictions. They also evaluate
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Explainability to ensure the model isn't relying on “proxy variables” (e.g., using a zip code as a
hidden stand-in for race).

Transparency and Documentation: Responsible development includes creating “Model
Cards.” Amazon SageMaker Model Cards act as a standardized document that records the
model’s intended use case, training details, and risk assessments.

Human-in-the-Loop (HITL): For high-stakes decisions (like medical diagnoses or loan
approvals), responsible development often includes a human review step. Amazon
Augmented Al (A2I) allows developers to route low-confidence predictions to human reviewers
to ensure accuracy and fairness.

Practical Use Cases

Financial Services: When using Al for credit scoring, developers must be able to explain why a
loan was denied to comply with regulations and ensure the model does not discriminate based
on protected attributes.

Healthcare: Al systems used for patient triage must be Robust; they need to perform
accurately across different hospital settings and medical equipment types to ensure patient
safety.

Customer Service: Generative Al chatbots must be developed with “guardrails” (such as
Guardrails for Amazon Bedrock) to prevent the model from generating toxic content or
leaking proprietary company information.

Transparency and Explainability in Al Models

In the context of Responsible Al, transparency and explainability are critical for building trust with

users, meeting regulatory requirements, and ensuring that Al systems operate fairly. While often

used interchangeably, they represent different aspects of how we understand and document Al

systems.

Transparency refers to the openness and documentation regarding how an Al model was

developed, what data was used to train it, and its intended use cases. It focuses on the

“ingredients” and the “process” of the model’s creation.

Model Documentation: Providing clear information about a model’s architecture, training data
sources, and performance metrics.

Intended Use and Limitations: Explicitly stating what the model is designed to do and, more
importantly, what it should not be used for.

Data Provenance: Tracking the origin and transformations of the data used to train the model
to ensure it was sourced ethically and legally.

Amazon SageMaker Model Cards: An AWS tool used to create a single source of truth for
model information, documenting details such as intended use, risk ratings, and training details
to promote transparency.
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Explainability (XAl) is the ability to describe the internal mechanics of an Al system in human-
understandable terms. It focuses on the “why” behind a specific output or prediction.

» Global Explainability: Explaining the overall behavior of the model. For example, identifying
which features (like “income” or “credit history”) are generally the most important across all
predictions.

« Local Explainability: Explaining a specific, individual prediction. For example, explaining why a
specific customer was denied a loan.

» Feature Attribution: A technique that assigns a value to each input feature, indicating how
much that feature contributed to the final decision.

« Amazon SageMaker Clarify: An AWS service that provides explainability tools to help
stakeholders understand model predictions and identify which features are driving those results.

Concept Focus Primary Goal AWS Tool Example

The “How” and Accountability and Amazon SageMaker Model
Transparency .

“What” Documentation Cards
Explainability The “Why” Interpretability and Trust Amazon SageMaker Clarify

Importance and Use Cases

The need for transparency and explainability varies depending on the impact of the Al's decision. In
high-stakes environments, these concepts are mandatory for safety and compliance.

» Financial Services: When a model is used for credit scoring, the lender must be able to
explain to a customer why their application was rejected (Local Explainability).

« Healthcare: If an Al assists in diagnosing a disease, doctors need to understand which
symptoms or lab results led to that suggestion to verify the logic (Trust).

« Hiring and Recruitment: Organizations must ensure that automated screening tools are
transparent about their criteria to prevent systemic bias and ensure equal opportunity
(Fairness).

Input Data
(Features)

Al Model N Prediction/
(Black Box) g Output

Human-Readable

—» Explainabilty —Why?—»

Explanation

Model Cards ----Provides Context

By implementing these practices, organizations can move away from “black box” Al systems
toward “white box” systems where decisions are traceable, justifiable, and easier to debug when
errors occur.

Page 24 of 50



Domain 5: Security, Compliance, and Governance for Al
Solutions

Securing Al Systems on AWS

Securing Al systems requires a multi-layered approach that integrates traditional cloud security
best practices with specialized controls for machine learning (ML) and generative Al (GenAl).
Security in Al focuses on protecting the data used for training, the models themselves, and the
infrastructure where they reside.

The Shared Responsibility Model for Al

The Shared Responsibility Model is the foundation of AWS security. In the context of Al, the
boundary of responsibility shifts depending on whether you are using a fully managed service like
Amazon Bedrock or a platform service like Amazon SageMaker Al.

Responsibilit
5 J Amazon Bedrock (Managed/Serverless) Amazon SageMaker Al (Platform)

Layer
Security “of” the ~ AWS manages infrastructure, base AWS manages physical infrastructure
Cloud models, and physical security. and the virtualization layer.

. . . Customer manages EC2 instances,
Security “in” the  Customer manages IAM policies, data i i
VPC configurations, and model

Cloud encryption keys, and prompt content. i
containers.

Identity and Access Management (IAM)

AWS Identity and Access Management (IAM) is used to ensure that only authorized users and
applications can interact with Al services.

» Least Privilege: Grant only the minimum permissions required. For example, an application
should have bedrock:InvokeModel permissions but not bedrock:CreateModelCustomizationJob .

» IAM Roles: Use roles for AWS services (like Lambda or EC2) to securely access Al models
without hardcoding credentials.

« Resource-based Policies: In Amazon Bedrock, you can use policies to control which users
can access specific foundation models (FMs).

Data Protection and Encryption

Protecting the data used to train or prompt a model is critical for privacy and compliance.

« Encryption at Rest: Use AWS Key Management Service (KMS) to encrypt datasets in S3,
model artifacts in SageMaker, and custom models in Bedrock.

« Encryption in Transit: All API calls to AWS Al services are encrypted using TLS (Transport
Layer Security).
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« Data Isolation: In Amazon Bedrock, your data (prompts and responses) is never used to train
the underlying base models provided by third-party providers (like Anthropic or Meta).
Network Security and Isolation

To prevent data exfiltration and ensure private communication, Al workloads should be isolated
within a Virtual Private Cloud (VPC).

Customer VPC AWS Service Network

Application VPC Endpoint ) . Amazon Bedrock
—> ----t----Private Traffic--------

on EC2/Lambda . (PrivateLink) Service

« AWS PrivateLink: Use VPC Endpoints to allow your VPC to communicate with Amazon
Bedrock or SageMaker privately, ensuring traffic never traverses the public internet.

o Security Groups: Act as a virtual firewall to control inbound and outbound traffic for your ML
instances.

Monitoring and Al Governance
Continuous monitoring helps detect unauthorized access or unusual patterns in model usage.

« AWS CloudTrail: Records all API calls made to Al services, providing an audit log of who
accessed which model and when.

» Amazon CloudWatch: Monitors performance metrics and logs. You can set alarms for high
error rates or unusual throttling.

 Amazon Bedrock Guardrails: A specialized security feature that allows you to implement
safeguards. It can filter harmful content, redact Personally Identifiable Information (PII), and
enforce “denied topics” to ensure the model remains within safe operational boundaries.

Governance and Compliance for Al Systems

Al governance and compliance involve the frameworks, rules, and legal requirements that ensure
Al systems are developed and used ethically, safely, and legally. As Al technologies like Generative
Al (GenAl) become more prevalent, organizations must navigate a complex landscape of global
regulations and internal policies to mitigate risks such as bias, privacy violations, and security
breaches.

Key Governance Principles Effective Al governance is built on several core pillars that ensure an
organization remains accountable for its Al outputs:

» Transparency: Providing clear information about how an Al model works, what data it was
trained on, and when a user is interacting with an Al rather than a human.
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« Explainability: The ability to describe the reasoning behind an Al’'s decision or output in a way

that humans can understand.

» Accountability: Establishing who is responsible for the outcomes of Al systems, including

addressing errors or unintended consequences.

» Fairness: Implementing processes to detect and mitigate bias to ensure equitable treatment

across different demographic groups.

Major Regulatory Frameworks Organizations must comply with various regional and international

standards. The following table summarizes the most influential frameworks:

Regulation/[Framework Focus Area Key Requirement
EU Al Act Risk-based Categorizes Al systems by risk level (Unacceptable, High,
c
regulation Limited, Minimal).

GDPR

NIST Al RMF

ISOI/IEC 42001

Protects personal data used in training and inference;

Data Privac . . .
J includes the “right to an explanation.”

Risk A voluntary framework in the U.S. providing guidelines to
Management manage Al risks (Govern, Map, Measure, Manage).
Management An international standard for establishing and maintaining
Systems an Al Management System (AIMS).

The Shared Responsibility Model for Al Compliance in the cloud is a shared effort between AWS

and the customer. While AWS manages the security and compliance of the underlying

infrastructure and managed services, the customer is responsible for how they use those services.

Data Privacy & Labeling

Customer Responsibility (Security 'in' the Al)

Model Selection & Tuning Responsible Al Policies

AWS Responsibility (Security 'of the Al Infrastructure)

‘ Physical Security of Data Centers Hardware & Software Infrastructure Managed Service Compliance (e.g., Bedrock, SageMaker)

AWS Tools for Governance and Compliance AWS provides several tools to help customers

recognize and meet their compliance obligations:

« AWS Artifact: A central resource for accessing AWS's security and compliance reports, such as
SOC, PCI, and ISO certifications. This helps customers verify that the AWS infrastructure
hosting their Al models meets regulatory standards.

« AWS Audit Manager: Automates evidence collection to assess whether your use of AWS

services (including Al services) aligns with industry standards and regulations.
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 Amazon SageMaker Model Cards: Provides a standardized way to document model
information, such as intended use, risk ratings, and training details, which supports
transparency and auditability.

« Amazon Bedrock Guardrails: Allows users to implement policies that filter harmful content
and redact PIl (Personally Identifiable Information), directly supporting compliance with privacy
laws like GDPR.

Practical Use Case: Healthcare Al A healthcare provider using Amazon Bedrock to summarize
patient notes must comply with HIPAA (Health Insurance Portability and Accountability Act). They
would use AWS Artifact to confirm Bedrock is a HIPAA-eligible service, implement Bedrock
Guardrails to mask sensitive patient identifiers, and maintain SageMaker Model Cards to
document the model’s accuracy and bias testing for regulatory audits.
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In-Scope Services

In-Scope Services

AWS Data Exchange

Definition: This service provides a centralized marketplace for finding, subscribing to, and

managing third-party datasets from qualified providers. It streamlines the process of acquiring

external data by automating delivery directly into AWS storage and analytics services.

Key Use Cases:

Sourcing high-quality training datasets for machine learning models in Amazon SageMaker.

Accessing specialized industry data, such as financial market trends or weather patterns, to
enhance predictive analytics.

Integrating third-party data directly into Amazon S3 or Amazon Redshift without manual ETL
processes.

Subscribing to data APlIs for real-time information retrieval in generative Al applications.

Consuming pre-trained models or proprietary data to fine-tune foundation models in Amazon
Bedrock.

Amazon EMR (Elastic MapReduce)

Definition: This managed cluster platform simplifies running big data frameworks, such as Apache

Spark and Hive, to process and analyze vast amounts of data. It automates the provisioning and

scaling of distributed computing environments to handle petabyte-scale workloads efficiently.

Key Use Cases:

Preparing and transforming massive datasets (ETL) to be used for training machine learning
models in Amazon SageMaker.

Performing large-scale data analysis and business intelligence on unstructured data stored in
Amazon S3.

Processing real-time data streams from sources like Amazon Kinesis using Spark Streaming or
Apache Flink.

Running distributed graph processing or scientific simulations that require high-performance,
scalable computing clusters.

AWS Glue

Definition: A serverless data integration service that simplifies the process of discovering,

preparing, and combining data for analytics and machine learning. It automates the extraction,
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transformation, and loading (ETL) tasks required to make raw data usable for Al models and
business intelligence.

Key Use Cases:
» Creating a unified Data Catalog to store metadata, making it easier for Al services to locate and

understand available datasets across the AWS Cloud.

« Automating ETL pipelines to clean, de-duplicate, and format data before it is used for training
machine learning models in Amazon SageMaker.

« Using crawlers to automatically scan data sources like Amazon S3 to identify file formats and
infer schemas without manual intervention.

» Consolidating disparate data from various databases and data lakes into a single, consistent
format for large-scale analysis and generative Al applications.

AWS Glue DataBrew

Definition: This visual data preparation tool allows users to clean and normalize data without
writing any code. It provides over 250 pre-built transformations to automate data preparation tasks,
making it accessible for business analysts and data scientists to prepare data for machine learning.

Key Use Cases:

» Cleaning and formatting raw datasets to improve the quality of machine learning model training.
» Profiling data to automatically identify anomalies, missing values, or patterns before processing.
« Automating repetitive data transformation workflows through a point-and-click visual interface.

» Normalizing data from various sources, such as Amazon S3 or Amazon Redshift, into a
consistent format for analysis.
» Reducing the time spent on manual data engineering by using built-in functions for common

tasks like filtering and joining.

AWS Lake Formation

Definition: A service that simplifies the setup, security, and management of a centralized data
repository by automating manual tasks like data collection, cleansing, and cataloging. It provides a
unified interface to define fine-grained access control policies at the database, table, column, and
row levels.

Key Use Cases:
» Centralizing data from various sources into Amazon S3 to create a secure foundation for Al and
machine learning projects.

« Implementing granular security permissions to ensure that only authorized users or SageMaker
models can access specific data subsets.

« Automating data discovery and schema mapping to maintain an up-to-date data catalog for
analytics.
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» Cleaning and deduplicating datasets using built-in machine learning transforms to improve the
quality of training data.

Amazon OpenSearch Service

Definition: This managed resource facilitates the deployment, operation, and scaling of open-
source search and analytics engines. It provides a high-performance vector database capability
essential for storing and querying embeddings in generative Al applications.

Key Use Cases:
» Implementing Retrieval-Augmented Generation (RAG) by storing document embeddings to
provide context to Large Language Models (LLMs).

« Performing semantic search using k-Nearest Neighbor (k-NN) algorithms to find relevant
information based on meaning rather than just keywords.

» Analyzing real-time log data and application metrics to identify patterns or anomalies in Al
infrastructure.

» Building interactive dashboards to visualize machine learning model performance and data
trends.

» Powering recommendation engines by calculating similarity scores between user profiles and
product vectors.

Amazon QuickSight

Definition: This is a cloud-native, serverless business intelligence service that enables users to
visualize data, perform ad hoc analysis, and gain actionable insights through interactive
dashboards. It integrates machine learning to automatically discover patterns, predict trends, and
allow users to query data using natural language.

Key Use Cases:
» Creating interactive dashboards to monitor business KPIs and performance metrics across
various data sources like Amazon S3, Redshift, or RDS.

« Utilizing “QuickSight Q" to ask business questions in plain English and receive instant visual
answers without writing complex SQL queries.

« Implementing ML-powered anomaly detection to identify outliers or unexpected changes in
business data automatically.

» Generating point-and-click forecasts to predict future business trends based on historical data
patterns.

« Embedding analytics and visualizations directly into third-party applications or websites for
internal and external stakeholders.

Amazon Redshift

Definition: A fully managed, petabyte-scale data warehouse service that enables high-
performance analysis of large datasets using standard SQL. It integrates with machine learning
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workflows to allow data analysts to build and apply models directly to their structured data without

moving it between services.

Key Use Cases:

Consolidating data from multiple sources into a single “source of truth” for enterprise-wide
reporting and business intelligence.

Running complex analytical queries against massive datasets to identify historical trends and
business patterns.

Using Redshift ML to create, train, and deploy machine learning models (via Amazon
SageMaker) using familiar SQL syntax.

Performing predictive analytics, such as forecasting sales or detecting fraud, directly on the
data stored within the warehouse.

Analyzing data stored in a “data lake” (Amazon S3) without requiring a formal data load or
transformation process.

AWS Budgets

Definition: This tool enables the creation of custom cost and usage limits across cloud

infrastructure. It provides automated alerts via email or SNS when actual or forecasted spending

exceeds defined thresholds.

Key Use Cases:

Monitoring monthly spending on generative Al services like Amazon Bedrock to ensure
experimental projects stay within financial guardrails.

Tracking the utilization and coverage of Savings Plans or Reserved Instances to maximize cost-
efficiency for machine learning workloads.

Setting alerts for forecasted cost overruns, allowing teams to adjust SageMaker training jobs
before they exceed the allocated budget.

Implementing automated actions, such as applying a restrictive IAM policy or stopping specific
EC2 instances, when a cost threshold is breached.

AWS Cost Explorer

Definition: This interface provides tools to visualize, understand, and manage cloud spending and

resource usage over time. It offers high-level overviews or granular data filtering to identify trends,

cost drivers, and anomalies across all accounts.

Key Use Cases:

Analyzing the monthly expenditure of Amazon SageMaker training jobs versus hosting
endpoints to optimize model development budgets.

Forecasting future spending for Generative Al projects based on historical token consumption
and API call patterns.
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« Identifying underutilized resources or specific tags to allocate Al-related costs to different

business departments.

» Evaluating the potential savings of purchasing Savings Plans for compute-intensive machine

learning workloads.

« Monitoring the cost impact of scaling Bedrock throughput or fine-tuning models to ensure

project ROI.

Amazon EC2 (Amazon Elastic Compute Cloud)

Definition: This service provides scalable, on-demand virtual servers that allow users to configure

CPU, memory, storage, and networking to meet specific workload requirements. It offers full control

over the operating system and software stack, making it a foundational building block for cloud
infrastructure.

Key Use Cases:

Training large-scale machine learning models using specialized GPU-accelerated instances
(such as P-family or G-family instances).

Hosting custom Al applications or inference engines that require specific operating system
configurations or low-level hardware access.

Running data processing and transformation tasks before feeding information into Al pipelines.

Deploying deep learning frameworks like TensorFlow or PyTorch in a self-managed
environment where granular control is necessary.

Amazon Elastic Container Service (Amazon ECS)

Definition: This fully managed orchestration service simplifies the deployment, management, and

scaling of containerized applications. It allows users to run Docker-enabled applications across a

cluster of virtual machines or via a serverless infrastructure using AWS Fargate.

Key Use Cases:

Deploying machine learning models as scalable microservices to handle real-time inference
requests.

Orchestrating batch processing workloads for large-scale data transformation and Al model
training.

Hosting containerized generative Al applications that require consistent environments across
development and production stages.

Integrating with AWS Fargate to run Al workloads without the operational overhead of
provisioning or managing underlying servers.

Amazon Elastic Kubernetes Service (Amazon EKS)

Definition: This managed service automates the deployment, management, and scaling of

containerized applications using the open-source Kubernetes orchestration system. It eliminates
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the operational burden of maintaining a Kubernetes control plane while providing deep integration
with AWS security, networking, and compute resources.

Key Use Cases:
» Deploying containerized machine learning models to provide highly available and scalable real-
time inference endpoints.

« Orchestrating distributed deep learning training workloads across clusters of GPU-accelerated
EC2 instances.

« Creating consistent Al/ML development and deployment environments that can run across on-
premises and cloud infrastructures.

» Managing the complex microservices and data pipelines required to feed and support
generative Al applications.

» Scaling containerized data processing tasks that prepare large datasets for model training.

Amazon DocumentDB (with MongoDB compatibility)

Definition: A fully managed NoSQL database service designed to store, query, and index JSON-
like data at scale while maintaining compatibility with existing MongoDB drivers and tools. It
provides a flexible schema for handling semi-structured data with high availability, durability, and
automated management tasks.

Key Use Cases:
» Storing and managing large-scale document data for content management systems or user
profile stores.

« Powering generative Al applications by using integrated vector search capabilities to store and
retrieve high-dimensional embeddings.

» Handling semi-structured data for recommendation engines where data schemas evolve
rapidly.

» Building real-time mobile or web applications that require low-latency access to JSON
documents.

» Migrating existing MongoDB workloads to a managed AWS environment to reduce operational
overhead.

Amazon DynamoDB

Definition: A fully managed, serverless NoSQL database service designed to provide high-
performance, single-digit millisecond latency at any scale. It supports both key-value and document
data models, automatically handling hardware provisioning, setup, and replication for high
availability.

Key Use Cases:

» Storing session state and conversation history for generative Al chatbots to maintain context
across user interactions.
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Managing user profiles and preferences to personalize Al-driven recommendations in real-time.
Serving as a high-speed metadata store for large-scale datasets used in machine learning
training pipelines.

Implementing low-latency feature stores to provide pre-computed data to models during real-
time inference.

Storing and retrieving vector embeddings for semantic search and Retrieval-Augmented
Generation (RAG) workflows.

Amazon ElastiCache

Definition: This fully managed, in-memory data store service supports Redis and Memcached

engines to provide sub-millisecond latency for data-intensive applications. It acts as a high-speed

caching layer that sits between the application and the primary database to reduce load and

significantly improve response times.

Key Use Cases:

Accelerating application performance by caching frequently accessed data, such as user
profiles or product catalogs.

Managing session state for web applications to ensure a seamless user experience across
multiple server instances.

Storing real-time analytics and leaderboards where high-throughput and low-latency updates
are critical.

Serving as a fast feature store in machine learning pipelines to provide low-latency access to

pre-computed features during model inference.

Reducing database costs by offloading read-heavy workloads from primary relational or NoSQL
databases.

Amazon MemoryDB (Amazon MemoryDB for Redis)

Definition: This service provides a Redis-compatible, durable, in-memory database designed for

applications requiring microsecond read and single-digit millisecond write latency. It utilizes a

distributed transactional log to ensure data persistence across multiple Availability Zones,

combining the speed of a cache with the reliability of a primary database.

Key Use Cases:

Storing vector embeddings to enable high-speed similarity searches in generative Al and
Retrieval-Augmented Generation (RAG) applications.

Managing real-time session data and user profiles for low-latency web applications and Al-
powered chatbots.

Serving as a high-performance feature store for machine learning models that require
immediate data retrieval for real-time inference.
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» Powering real-time leaderboards and stream processing where data loss cannot be tolerated
during high-throughput operations.

Amazon Neptune

Definition: This fully managed graph database service is optimized for storing and navigating
highly connected datasets using popular models like Property Graph and W3C'’s RDF. It enables
the creation of complex relationship maps and high-performance queries across billions of
relationships with millisecond latency.

Key Use Cases:
» Building Knowledge Graphs to provide structured, factual context for Generative Al applications
and Large Language Models (LLMs).

« Detecting fraudulent patterns by analyzing complex, indirect relationships between accounts,
devices, and transaction histories.

» Powering recommendation engines that suggest products or content based on user behavior
and social connections.

« Managing identity graphs to link disparate user data points across multiple devices and
platforms for a unified customer view.

« Mapping network security dependencies to identify vulnerabilities and visualize infrastructure
relationships.

Amazon RDS (Relational Database Service)

Definition: This managed service automates administrative tasks such as hardware provisioning,
database setup, patching, and backups for relational database engines. It allows users to focus on
application development and data analysis rather than infrastructure management.

Key Use Cases:
» Storing structured datasets used for training machine learning models or fine-tuning generative
Al applications.
» Serving as a reliable backend for Al-powered applications that require ACID compliance and
complex querying capabilities.

 Integrating with Amazon SageMaker to pull historical data for predictive analytics and
forecasting.

» Managing metadata and user session information for large-scale Al deployments.

» Providing a scalable data source for business intelligence tools that visualize Al-driven insights.

Amazon Augmented Al (Amazon A2I)

Definition: This service provides a managed workflow to integrate human oversight into machine
learning applications by routing low-confidence predictions to human reviewers for validation or
correction. It ensures high accuracy for sensitive tasks where automated models may struggle or
require manual auditing to meet business standards.
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Key Use Cases:
» Reviewing sensitive content moderation decisions where automated filters fall below a specific
confidence threshold.

« Validating data extraction from complex or low-quality documents processed by optical
character recognition (OCR) tools.

» Auditing model predictions periodically to ensure ongoing accuracy and compliance with
regulatory requirements.

» Creating high-quality ground truth datasets by having humans verify and refine model-
generated labels for future training.

« Implementing a “human-in-the-loop” system for high-stakes industries like healthcare or finance
where manual verification is mandatory.

Amazon Bedrock

Definition: This fully managed service provides access to high-performing foundation models
(FMs) from leading Al companies and Amazon through a single API. It simplifies the development
of generative Al applications by offering integrated tools for model customization, RAG
implementation, and automated task execution without requiring infrastructure management.

Key Use Cases:
» Building conversational agents and virtual assistants that interact with proprietary data using
Knowledge Bases for Amazon Bedrock.
« Generating high-quality creative content, including text, images, and code, based on natural
language prompts.
« Summarizing long documents or extracting key insights from large volumes of unstructured
data.

» Implementing safety filters and PIl masking across multiple models using centralized Guardrails
to ensure responsible Al usage.

« Automating complex business workflows by deploying Agents that can call APIs and execute
multi-step tasks autonomously.
Amazon Comprehend

Definition: This fully managed natural language processing (NLP) service uses machine learning
to uncover insights, patterns, and relationships within unstructured text. It enables the extraction of
key phrases, entities, sentiment, and language from documents without requiring deep machine
learning expertise.

Key Use Cases:

» Analyzing customer support tickets or social media feeds to determine overall brand sentiment
and customer satisfaction.
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Automatically identifying and redacting Personally Identifiable Information (PIl) from documents
to ensure data privacy and regulatory compliance.

Organizing large document collections by automatically grouping them into relevant themes or
categories using topic modeling.

Extracting specific entities such as people, places, dates, and organizations from legal,
financial, or medical records for better data indexing.

Detecting the primary language of a text string to route documents to the appropriate translation
or support team.

Amazon Fraud Detector

Definition: This fully managed service utilizes machine learning and historical data to automatically

identify potentially malicious online activities. It combines an organization’s specific data with

decades of fraud detection expertise from AWS to build, train, and deploy customized models

without requiring deep machine learning knowledge.

Key Use Cases:

Detecting “new account” fraud by identifying suspicious email addresses or IP patterns during
the registration process.

Preventing payment fraud by analyzing transaction details in real-time to flag high-risk credit
card purchases.

Mitigating account takeover attacks by recognizing unusual login behaviors or unauthorized
access attempts.

Identifying “guest checkout” abuse where bad actors attempt to bypass standard verification
steps.

Reducing trial or promotion abuse by spotting users who create multiple accounts to exploit
one-time offers.

Amazon Kendra

Definition: This intelligent search service utilizes machine learning to provide highly accurate

natural language search results across disparate data sources. It enables users to find specific

answers within unstructured documents rather than just returning a list of links.

Key Use Cases:

Creating enterprise-wide search portals that aggregate data from various repositories like
Amazon S3, SharePoint, Salesforce, and ServiceNow.

Implementing a Retrieval-Augmented Generation (RAG) workflow by providing relevant,
indexed context to large language models (LLMs).

Building automated FAQ systems that map natural language questions to specific answers
stored in a knowledge base.
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« Enhancing customer support efficiency by allowing agents to quickly locate technical
documentation or internal wikis using conversational queries.

» Improving internal discovery by using built-in connectors to index and search through diverse
file formats including PDF, HTML, and Microsoft Office documents.

Amazon Lex

Definition: This fully managed service utilizes advanced deep learning functionalities, including
automatic speech recognition and natural language understanding, to build conversational
interfaces for applications using voice and text. It enables the creation of sophisticated bots that
can understand intent, maintain context, and manage multi-turn dialogues without requiring deep
expertise in machine learning.

Key Use Cases:
« Creating automated customer service chatbots to handle common inquiries like password
resets or account balance checks.

« Building voice-activated virtual assistants for mobile devices or loT hardware to perform hands-
free tasks.

» Developing Interactive Voice Response (IVR) systems for contact centers to route calls
efficiently based on spoken responses.

« Implementing informational bots that provide real-time updates on weather, news, or enterprise

data through natural language queries.

« Integrating with generative Al models to provide more natural, human-like responses and
summarize complex conversations.

Amazon Nova

Definition: A family of frontier foundation models developed by AWS that provides state-of-the-art
performance across text, image, and video modalities. These models are optimized for speed,
cost-efficiency, and high-quality reasoning within the Amazon Bedrock ecosystem.

Key Use Cases:
« Generating high-quality marketing copy, creative images, and short video clips from simple text
prompts.

» Processing large-scale multimodal data, such as analyzing complex documents that contain
both text and visual elements.

» Building low-latency conversational agents and chatbots that require rapid response times for
better user experiences.

« Summarizing long-form content or extracting structured data from unstructured sources across
multiple languages.

« Automating content moderation by analyzing visual and textual input for policy compliance.
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Amazon Personalize

Definition: This fully managed machine learning service enables developers to build and deploy
curated recommendation engines without requiring prior ML expertise. It utilizes historical and real-
time data to deliver individualized product suggestions, content rankings, and targeted marketing
communications.

Key Use Cases:
» Delivering “Frequently bought together” or “Recommended for you” product suggestions in e-
commerce storefronts.

» Creating personalized video or article feeds based on a user’s specific viewing history and
preferences.

« Re-ranking search results to ensure the most relevant items for a specific individual appear at
the top.

» Generating targeted email or push notification segments to improve customer engagement and
conversion rates.

» Providing real-time updates to recommendations as user behavior changes during a single
session.

Amazon Polly

Definition: This cloud service uses advanced deep learning technologies to synthesize natural-
sounding human speech from raw text. It allows developers to create applications that talk,
supporting dozens of languages and a wide variety of lifelike voices in both Standard and Neural
formats.

Key Use Cases:
» Enhancing accessibility by providing audio versions of written content for visually impaired
users or those with reading disabilities.

» Powering automated contact center systems and Interactive Voice Response (IVR) menus with
high-quality, consistent synthetic voices.

« Creating e-learning platforms and educational tools that narrate lessons or provide accurate
language pronunciation guides.

« Generating audiobooks or converting blog posts into podcasts to increase content engagement
and reach for mobile users.

« Integrating real-time speech synthesis into mobile applications and I0oT devices to provide
hands-free information updates.

Amazon Q Developer

Definition: A generative Al-powered conversational assistant designed to accelerate software
development and optimize AWS infrastructure management. It provides real-time code
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suggestions, security vulnerability remediation, and expert guidance on AWS best practices directly

within integrated development environments (IDEs) and the AWS Management Console.

Key Use Cases:

Generating code snippets or entire functions based on natural language comments to speed up
application development.

Identifying and fixing security vulnerabilities in source code by providing automated remediation
suggestions.

Upgrading legacy applications, such as migrating Java versions, using automated
transformation capabilities.

Troubleshooting AWS infrastructure issues and receiving architectural recommendations
through the AWS Management Console.

Explaining complex code blocks or documenting existing logic to improve team collaboration
and code maintainability.

Amazon Q Business

Definition: This generative Al-powered assistant enables employees to interact with internal

corporate data through a conversational interface to solve problems and generate content. It

leverages pre-built connectors to securely access information from enterprise repositories while

maintaining existing user permissions and data privacy.

Key Use Cases:

Summarizing lengthy internal reports, meeting transcripts, or technical documentation to extract
key action items.

Answering complex employee questions regarding company policies, benefits, or project
statuses by searching internal knowledge bases.

Generating drafts for emails, blog posts, or project plans based on specific internal data and
historical context.

Automating routine tasks and workflows by integrating with third-party applications like Jira,
Salesforce, or ServiceNow.

Providing data-driven insights to decision-makers by synthesizing information across multiple
siloed enterprise data sources.

Amazon Rekognition

Definition: This fully managed computer vision service uses deep learning to automate image and

video analysis without requiring machine learning expertise. It identifies objects, people, text,

scenes, and activities, while also providing facial analysis and comparison capabilities.

Key Use Cases:

Automating content moderation by detecting inappropriate, unwanted, or offensive visual
content in user-uploaded media.
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« Implementing facial verification and search for secure user authentication or identifying
individuals in a private repository.

« Extracting text and metadata from images to improve searchability and cataloging of large
digital asset libraries.

» Recognizing celebrities and prominent landmarks to automate the tagging of media archives for
news and entertainment.

» Analyzing emotional expressions and demographic data (such as age range or gender) to gain
insights into customer sentiment and behavior.

Amazon SageMaker Al (Artificial Intelligence)

Definition: This fully managed service provides a comprehensive suite of tools to build, train, and
deploy machine learning models at scale. It simplifies the machine learning lifecycle by offering
integrated environments for data preparation, model development, and production hosting.

Key Use Cases:
» Building custom machine learning models using built-in algorithms or popular frameworks like
TensorFlow and PyTorch.

« Enabling business analysts to generate predictions without writing code through a visual, no-
code interface.

» Accessing and deploying pre-trained foundation models and open-source models for generative
Al tasks.

» Automating the process of finding the best-performing model for a specific dataset through
automated machine learning.

» Monitoring deployed models to detect performance degradation or data drift over time in
production environments.

Amazon Textract

Definition: This machine learning service automatically extracts printed text, handwriting, and
structured data from scanned documents and images. It utilizes advanced computer vision to
identify relationships within forms and tables, preserving the original context without requiring
manual configuration or custom code.

Key Use Cases:
» Automating data entry by converting physical invoices, receipts, and purchase orders into digital
formats for accounting systems.

« Extracting structured information from complex tables and multi-page forms while maintaining
the relationship between headers and data cells.

o Processing identity documents, such as passports and driver’s licenses, to verify user
information during onboarding workflows.
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« Enhancing searchability and compliance by digitizing large archives of medical records or legal
contracts into searchable text.

» Using natural language queries to retrieve specific information from documents, such as asking
“What is the total amount due?” from a utility bill.

Amazon Transcribe

Definition: This fully managed automatic speech recognition (ASR) service uses machine learning
models to convert speech into accurate, time-stamped text. It supports both real-time streaming
and batch processing of audio and video files, providing features like speaker identification and
automated content moderation.

Key Use Cases:

» Generating closed captions for video content to improve accessibility and global reach.

» Transcribing customer service calls to perform downstream sentiment analysis and agent
performance reviews.

« ldentifying and redacting Personally Identifiable Information (PIl) from audio recordings to
ensure data privacy and compliance.

» Creating searchable archives of recorded meetings or lectures using speaker diarization to
distinguish between different participants.

» Improving transcription accuracy for industry-specific terminology or technical jargon through
the use of custom vocabularies.

Amazon Translate

Definition: This neural machine translation service uses deep learning models to provide fast,
high-quality, and affordable language translation between supported languages. It enables the
conversion of text-based content across different languages while maintaining context and
accuracy.

Key Use Cases:

» Localizing website and application content to reach a global audience in their native languages.

» Translating real-time communication, such as customer support chats or help desk tickets, to
bridge language gaps.

» Processing large volumes of documents or social media feeds for sentiment analysis and
business intelligence across multiple regions.

« Implementing custom terminology to ensure brand names, technical jargon, and specific
industry terms are translated consistently.

» Automating the translation of large datasets stored in Amazon S3 using batch translation
features.
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AWS CloudTrail

Definition: This service provides a record of actions taken by a user, role, or an AWS service by
logging API calls and account activity across the infrastructure. It enables governance, compliance,
and operational auditing by capturing details such as the identity of the caller, the time of the event,
and the source IP address.

Key Use Cases:
» Auditing access to sensitive Al resources, such as Amazon Bedrock models or SageMaker
notebooks.

» Tracking changes to security configurations and IAM permissions related to machine learning
workflows.

» Investigating unauthorized API calls or unexpected resource creation to ensure responsible Al
usage.

« Maintaining a continuous log of activity for regulatory compliance and internal security
forensics.

Amazon CloudWatch

Definition: This monitoring and observability service provides data and actionable insights to track
application performance, respond to system-wide performance changes, and optimize resource
utilization. It collects operational data in the form of logs, metrics, and events, providing a unified
view of health across AWS resources and services.

Key Use Cases:
» Monitor Amazon SageMaker model endpoints for real-time performance metrics like latency,

memory utilization, and invocation errors.

» Track Amazon Bedrock usage metrics to manage costs and monitor request volume across
different foundation models.

» Set automated alarms to notify administrators or trigger scaling actions when resource
consumption exceeds predefined thresholds.

« Centralize log data from AlI/ML applications to troubleshoot errors, audit system behavior, and
ensure operational health.

» Visualize performance trends through customizable dashboards to ensure the high availability
of generative Al solutions.

AWS Config

Definition: This service provides a detailed view of the configuration of AWS resources, including
how they were configured in the past and how they relate to one another. It continuously monitors
and records resource changes to simplify compliance auditing, security analysis, and change
management.

Key Use Cases:
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« Tracking configuration history for Amazon SageMaker notebooks or endpoints to ensure they
remain within organizational security standards.

« Automating compliance auditing by comparing current resource configurations against desired
“best practice” rules or internal governance policies.

» Performing root cause analysis by reviewing specific configuration changes that occurred
immediately before a system failure or security incident.

« Visualizing resource relationships to understand how a change in one component, such as an
IAM role, affects the security posture of an Al model deployment.

« Generating snapshots of resource states to support internal or external audits of the cloud
environment.

AWS Trusted Advisor

Definition: This online tool inspects your cloud environment and provides real-time
recommendations across five categories: cost optimization, security, fault tolerance, performance,
and service limits. It compares resource configurations against best practices to help improve the
overall health, security, and efficiency of your infrastructure.

Key Use Cases:
« Identifying idle or underutilized resources, such as unused Amazon SageMaker notebook
instances, to reduce unnecessary monthly expenditures.

« Enhancing security posture by detecting open ports, missing Multi-Factor Authentication (MFA)
on root accounts, or overly permissive IAM policies.

» Monitoring service quotas to ensure Al/ML workloads have sufficient capacity for scaling without
hitting default account limits.

« Improving application reliability by identifying single points of failure and suggesting high-
availability configurations for critical production environments.

« Optimizing performance by checking for overutilized instances or inefficient storage
configurations that may slow down data processing tasks.

AWS Well-Architected Tool

Definition: This service provides a consistent process for reviewing cloud architectures against
established best practices. It offers actionable guidance and identifies high-risk issues across
pillars like security, cost, and performance to ensure workloads are optimized, resilient, and
efficient.

Key Use Cases:

« Evaluating Al/ML workloads using specialized lenses, such as the Machine Learning Lens, to
ensure data privacy and model performance.

« Identifying architectural gaps and technical debt in generative Al applications to improve cost-
efficiency and reliability.
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« Generating improvement plans that prioritize remediation steps for critical security or
operational risks within a cloud environment.

» Benchmarking existing infrastructure against the six pillars of the Well-Architected Framework
to maintain high standards throughout the software development lifecycle.

» Documenting architectural decisions to provide transparency and alignment across technical
and business stakeholders.

Amazon CloudFront

Definition: A global content delivery network (CDN) service that accelerates the distribution of
static and dynamic web content by caching it at edge locations closer to users. It minimizes latency
and improves performance for data, videos, applications, and APIs by routing requests through the
AWS global network.

Key Use Cases:
» Reducing latency for global users accessing Al-powered applications or generative Al chat
interfaces.

 Distributing large datasets or Al-generated media assets stored in Amazon S3 with high transfer
speeds and lower costs.

» Protecting Al application endpoints from common web exploits and DDoS attacks via integration
with AWS WAF and AWS Shield.

« Optimizing API performance for real-time machine learning inferences by providing a secure,
high-speed entry point to backend services.

» Serving personalized content or performing simple data processing at the edge using
Lambda@Edge or CloudFront Functions.

Amazon VPC (Virtual Private Cloud)

Definition: This service provides a logically isolated section of the AWS Cloud where users can
launch resources in a virtual network they define. It offers complete control over the networking
environment, including IP address ranges, subnets, and configuration of route tables and network
gateways.

Key Use Cases:
« Securing Al/ML training environments by isolating SageMaker instances and compute
resources from the public internet.

» Establishing private connections between on-premises data centers and AWS Al services using
VPN or Direct Connect.

» Hosting sensitive datasets in private subnets to ensure data privacy and meet strict regulatory
compliance requirements.

» Using VPC Endpoints (AWS PrivateLink) to access services like Amazon Bedrock or Amazon
S3 privately, ensuring traffic never leaves the AWS network.
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« Creating multi-tier network architectures to separate public-facing web applications from private
backend Al model hosting.

AWS Artifact

Definition: This central resource provides on-demand access to AWS security and compliance
reports and select online agreements. It serves as a self-service portal for downloading audit
reports, certifications, and legal documents to verify the security and compliance of the cloud
infrastructure.

Key Use Cases:
» Accessing SOC, PCI, and ISO compliance reports to validate that Al/ML services meet specific
regulatory standards.

» Reviewing and accepting Business Associate Addendums (BAA) to ensure HIPAA compliance
when processing sensitive health data in Al models.

» Providing documented evidence of AWS infrastructure security to internal auditors or external
regulators during a compliance review.

» Managing and tracking the status of compliance agreements for a single account or across an
entire organization using AWS Organizations.

AWS Audit Manager

Definition: This service automates the collection of evidence to assess whether cloud operations
align with industry standards, regulations, and internal governance policies. It transforms raw
configuration data and activity logs into audit-ready reports that demonstrate compliance with
specific control frameworks.

Key Use Cases:
» Automating evidence collection for Generative Al governance, specifically using pre-built
frameworks for Amazon Bedrock to monitor model usage and data privacy.

« Simplifying preparation for audits like SOC 2, ISO 27001, or HIPAA by mapping AWS resource
configurations to specific regulatory requirements.

« Conducting continuous risk assessments to identify gaps in security posture or non-compliant
resource configurations before an official audit occurs.

« Managing internal governance by creating custom frameworks that track adherence to
company-specific Al ethics and safety guidelines.

IAM (AWS Identity and Access Management)

Definition: This service provides centralized control over authentication and authorization for an
AWS account. It allows administrators to define granular permissions to ensure that only
authorized individuals or applications can interact with specific cloud resources.

Key Use Cases:
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« Implementing the principle of least privilege by granting only the minimum permissions required
for a specific task.

» Creating and managing individual user accounts, groups, and roles to organize access levels
across a team.

» Enabling Multi-Factor Authentication (MFA) to add an extra layer of security for sensitive
administrative actions.

« Granting temporary security credentials to AWS services, such as allowing Amazon Bedrock to
access data stored in an S3 bucket.

« Managing federated access for users who already have identities outside of AWS, such as
through a corporate directory.

Amazon Inspector

Definition: This automated vulnerability management service continuously scans AWS workloads
for software vulnerabilities and unintended network exposure. It provides a centralized view of
security findings across compute resources to help maintain a secure environment for Al/ML
infrastructure and applications.

Key Use Cases:
« Identifying known vulnerabilities (CVES) in the operating systems and programming language
libraries used within Al model hosting environments.

« Monitoring Amazon Elastic Container Registry (ECR) to ensure containerized machine learning
applications are free from security flaws before deployment.

» Assessing AWS Lambda functions for code-level vulnerabilities that could be exploited during
serverless Al inference tasks.

» Detecting unintended network paths to EC2 instances that might expose sensitive training data
or proprietary model weights to the public internet.

« Automating security compliance checks for infrastructure supporting generative Al workloads to
ensure they meet organizational security standards.

AWS KMS (AWS Key Management Service)

Definition: This managed service enables the creation, rotation, and control of cryptographic keys
used to protect data across various cloud resources. It utilizes FIPS 140-2 validated hardware
security modules to ensure the integrity and availability of the encryption keys.

Key Use Cases:

« Encrypting sensitive training datasets stored in Amazon S3 for machine learning workflows.

» Securing model artifacts and notebook instances within Amazon SageMaker to protect
intellectual property.

» Managing granular permissions for who can access specific encryption keys using Identity and
Access Management (IAM) policies.
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» Providing a centralized audit trail through integration with AWS CloudTrail to track key usage for
security compliance.

» Protecting data at rest within Amazon Bedrock to ensure generative Al prompts and model
outputs remain secure.

Amazon Macie

Definition: This fully managed data security and privacy service leverages machine learning and
pattern matching to automatically discover, monitor, and protect sensitive data stored in Amazon
S3. It provides visibility into data security risks by identifying personally identifiable information (PII)
and alerting administrators to unencrypted or publicly accessible buckets.

Key Use Cases:
« Identifying sensitive information like credit card numbers, social security numbers, or passport

IDs within large datasets.

» Automating data privacy compliance by scanning S3 buckets for regulatory requirements such
as GDPR, HIPAA, or PCI DSS.

» Monitoring S3 bucket security posture to detect and remediate accidental public exposure or
lack of encryption.

» Classifying data at scale to help organizations understand where their most critical information
resides before using it to train Al models.

AWS Secrets Manager

Definition: This service provides a secure, centralized repository for sensitive information such as
database credentials, APl keys, and OAuth tokens. It automates the rotation of these credentials
without requiring application downtime, ensuring that sensitive data is never hard-coded in source
code, configuration files, or machine learning notebooks.

Key Use Cases:
» Storing and managing API keys required to access foundation models or third-party Al services
securely.

« Automatically rotating database credentials used by machine learning pipelines to access
training datasets stored in Amazon RDS or Redshift.

» Replacing hard-coded credentials in AWS Lambda functions or Amazon SageMaker
environments with programmatic calls to retrieve secrets at runtime.

» Controlling access to sensitive credentials using fine-grained AWS Identity and Access
Management (IAM) policies to ensure only authorized Al applications can retrieve them.

Amazon S3 (Simple Storage Service)

Definition: This scalable object storage service provides industry-leading durability, availability,
and security for unstructured data. It functions as a foundational data lake where users can store
and retrieve any amount of data from anywhere on the web.
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Key Use Cases:
» Storing massive datasets, such as images, text, and video, used for training machine learning
and generative Al models.

« Acting as the primary source for data ingestion into Al services like Amazon SageMaker and
Amazon Bedrock.

» Hosting model artifacts, versioned checkpoints, and output results generated during the Al
development lifecycle.

» Serving as a centralized repository for audit logs and monitoring data to ensure responsible Al
governance and compliance.

Amazon S3 Glacier

Definition: This secure and durable cloud storage class is designed for long-term data archiving
and backup at extremely low costs. It provides various retrieval options ranging from milliseconds
to hours, making it ideal for information that is rarely accessed but must be preserved for years or
decades.

Key Use Cases:
» Archiving massive historical datasets used for training machine learning models to significantly

reduce ongoing storage expenses.

» Storing long-term compliance and regulatory logs required for responsible Al audits and
governance frameworks.

» Preserving legacy versions of large foundation models or training data that are no longer in
active production but require retention.

» Maintaining cost-effective offsite backups of critical enterprise data for disaster recovery
scenarios where immediate retrieval is not a priority.

» Managing data lifecycles by automatically transitioning aging S3 objects to lower-cost cold
storage tiers.
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